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General:

In order to keep and ensure the proper security within DPW’s network, all firewall requests are required to be submitted in writing using the Firewall Request Form.  Once the form is submitted it will have to be approved by the firewall change management team that meets Monday Morning with the changes being made once a week on Wednesdays at noon.   

Procedure:

All firewall and network security device changes must be submitted to PW, FWAdmins (ra-fwadmins@state.pa.us).  All emergency changes will need to be sent directly to Tom Zarb at tzarb@state.pa.us for emergency approval.

Refresh Schedule:
All procedures and referenced documentation identified in this document will be subject to review and possible revision annually or upon request by the DPW Information Technology Standards Team. 
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