

Pennsylvania

Department of Human Services
Bureau of Information Systems

Web Development and Document Management Procedures

Version 3.1
February 17, 2016
Table of Contents

5Introduction


5Purpose


5Document Change Log


6The Philosophy and Theory of Web Authoring


6Web Authoring and DHS


6Web Development


6Planning


7What Primary Result Do You Wish to Achieve by Creating the Website?


7To Deliver Information


7To Deliver a Service or Perform a Function


7To Promote an Idea


7Who is Your Target Audience?


8What Information Should A Departmental Site Publish?


8What Information Should A Site Not Publish?


8Keep Them Coming Back


9How Should the Web Page Look And Behave?


9Design and Templates


9Templates and Style Sheets


9Templates


10Style Sheets


11Designing the Page


12The Web-safe Color Palette


12Printing Pages


12Avoid too Many Links


13Write Links In Context


13Don’t use "click here"


13Use Relative Rather Than Absolute Links (In Most Cases)


14Downloading


14Writing for the Web


14Text


14Font Color


15Hyperlinks


15Other Guidelines


15Headings and Lists


15Line Length


15Text Alignment


16Use Normal Typographic Conventions


16Capitalization of Whole Words


16Graphics


18Introduction to Web Publishing Roles


18Content Originator


18Responsibility


18Tasks


18Content Owner


18Responsibility


18Tasks


19Content Authority


19Responsibility


19Tasks


19Approval Authority


19Responsibility


19Tasks


20Enterprise Authority


20Responsibility


20Tasks


20Implementation Manager


20Responsibility


20Tasks


21Implementer


21Responsibility


21Tasks


21Web Publisher


21Responsibility


21Tasks


22BIS Web Publishing Process


22Security and Web Pages


22Access


22Authentication


23Privacy


23Privacy and Cookies


24What should be behind the scenes?


24File Sizes


24File Names


25Web Page Definitions


25What Must Be On the Web Page?


25Accessibility


25Integrity Testing


25Validation


26How to Validate a Web page


26The Official Specification


26DHS Internet and Extranet Pages


26DHS Intranet Pages


27Validators


27Extensions


27Testing with Real Browsers


27Verifying the Links


28Website Checklist


28Website Home Page


28Website Content


28Website Design


29Website Maintenance





Web Development and Document Management Procedures

Introduction

The Department of Human Services (DHS) has developed this document to assist in the planning and development of Departmental Websites. The information provided is intended to assist Web authors, developers, and publishers, regardless of past Web development experience. 

Purpose

The purpose of this document is to provide Web development standards to ensure that information posted on the DHS Internet, Intranet, and Extranet Websites is easily and widely accessible, and that these sites have a consistent look and feel.
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The Philosophy and Theory of Web Authoring 
Publishing is a term that has been generally associated with books, newspapers, magazines, and other periodicals. The greatest desire among hopeful writers is to be published. Today, anyone with a computer and Internet Service Provider (ISP) can get published. A possible audience that numbers in the millions and continues to grow awaits these writers. 

One of the Internet’s most important characteristics is its accessibility. It has opened vast amounts of information to people who might otherwise be unable to get it. The design and content of DHS Websites represents DHS and affects the reputation of DHS. Therefore, DHS Web publishing must be directed by an official DHS policy framework. For additional information, please refer to the IIE General Policy Statement.

Web Authoring and DHS
The DHS is providing authoring guidelines that promote techniques that will make Departmental Websites accessible and useful to all users while complying with Commonwealth policies and professional standards.

Web Development
The first step in developing any project, including Websites, is to identify the goal. For this document, the goal of the project is to create a Departmental Website. After the goal is identified, planning is the next step. 

Planning

Planning is a critical step in the development of any project. A plan works best if it is defined through a group process that involves key decision-makers and the individuals that will be responsible for designing and implementing the plan. The plan should also be integrated with the DHS’s strategic plan.

Planning requires the answers to some basic questions:



1. What primary result do you wish to achieve by creating the Website?

2. Who is your target audience?

3. What approach or strategy are you going to use in the design to get the results you want? What tasks are involved?

4. What information will you provide? 

5. What resources do you need to accomplish the task? Do the human resources have the ability and authority to accomplish the task?

6. What is the time factor in the development of the Website?

7. What criteria will you use to determine the success of the site?

Answers to these types of questions will assist you in defining your goal, defining the anticipated target audience, and estimating the activity required to complete the project. 

What Primary Result Do You Wish to Achieve by Creating the Website? 

Websites are usually created for one or more of the following reasons: 

To Deliver Information 

Providing information is a major reason that people and organizations create Websites. With an agency as large and complex as DHS, enormous amounts of data are available on DHS Websites. With the exception of confidential information, much of Departmental information is available to various users (clients, business partners, employees, contractor staff, and the public) depending on the type of Website. Benefit-related information, guidelines, regulations, and other descriptive and statistical data are some of the types of data that may be on Websites. The target audience determines the type and presentation of information. 
To Deliver a Service or Perform a Function

Some Websites can provide form-based user interfaces (FUIs) that allow users to request information, subscribe to a service, or perform a task. This kind of site must be easy for a user to understand and must have detailed instructions on how to use the site. Sites with FUIs should be short, uncluttered, and easy to navigate.
To Promote an Idea

To promote a specific idea or function, a program or administrative office needs to present the idea or function in a concise and easily accessible format. 

Who is Your Target Audience?

Identifying and understanding the target audience is vital for designing an effective site. The site designer should first determine the information his or her program office can offer, and then answer these questions: 

8. Who will access this Website (employees, business partners, and general public)? 

9. How many people want the information this program or administrative office can provide?

10. What information or function does the user anticipate?
Web designers or authors should be familiar with the audience and what they expect to find on the Website. The Web designer should familiarize themselves with issues, concerns, and potential problems the user is attempting to address by accessing the Website. The information on the site must be organized in a clear and concise manner.

What Information Should A Departmental Site Publish?

Most likely, the users of a Departmental site seek information that is not easily found elsewhere. They might be researching a topic that only the site covers. The most important information a program office can publish is a detailed explanation of the services it provides and to whom it can provide these services. 

Web pages, very effectively, publish perishable information, that information that becomes outdated quickly. The minute-by-minute results of a sporting event provide a good example of perishable information. True aficionados of the event want to know what is happening immediately, not at 7:00 that evening from the televised news. A word of warning about perishable information: It does not smell -- but if it is on a site for too long -- it can give a Web page an out-of-date air. 

What Information Should A Site Not Publish?

Although Web designers should consider the needs of the users heavily, they might not necessarily give users everything they might want. Only information DHSal managers want the outside world to see belongs on the World Wide Web. Moreover, the managers should not publish information that unscrupulous surfers can misuse, even when that information is not confidential. 

Finally, both Web designers and Departmental managers must avoid publishing illegal information. It is illegal under copyright law, for instance, to copy a picture or some text from a Web page and then to publish it on another Web page without copyright clearance. Such acts are the cyber-equivalent of mass photocopying, an activity equally illegal.

Keep Them Coming Back

Research shows that users return to a Website because of that Website's content. Glitz might dazzle for a while, but good content creates loyal users. Before a designer starts laying out pages, he or she should devise a structure of the overall site. A site with many bells and whistles and with many fantastic graphics, but without useful information, without carefully planned informational architecture, and without the right navigational design will lose its novelty with frequent users.

How Should the Web Page Look And Behave?

Please refer to ITB-APP005 in the Application Domain section under the Governor’s OA Information Technology Bulletins Index for in-depth guidelines and policies concerning current Commonwealth website standards.

Also reference the Commonwealth’s Style Guide for guidance in designing logos, headers, footers, and navigation sections of your site.

Finally, use the following sections below as guidelines, in addition to the Commonwealth’s standards, when designing your site.

Philosophy: Less is more. Clean designs with plenty of space to breathe, easily viewable on small screen sizes, optimized for a target audience.

Design and Templates

Most of the Websites developed for the DHS include the use of templates. This type of design simplifies the need to add content to the site or updating existing content. 

Templates help enforce the standardization of Websites by applying the same look and feel across the entire site. This type of site makes the end user comfortable while navigating through the site. Templates also make it possible for some users to create their own content for the Website. This in turn frees the resources (developers), and expedites the implementation of content to the site.

DHS Websites are designed to simplify publishing updates and new content by using templates. A great deal of the work has already been done. The graphics and navigation have been created via the template. The only thing left to do is to add the actual text or content. The text that is inserted simply needs formatted using basic HTML syntax.

Other items to consider when creating Web pages are image sizes, whether or not to use PDF files, using tables, color choices, Web browser support, and many other important factors that were taken into consideration when the templates were created. Topics like these that are specific to a particular Website or internal to DHS are covered within the design documentation of the particular Website.

Templates and Style Sheets
This section includes some information that can be incorporated in a template, and shows why a template is structured the way it is.

Templates

A template is a Web document that is used to create new pages with the same look and feel of an existing Website. They are used to speed development and ease maintenance. Templates can be very generic for use on many sites or they can be very detailed which limits their use. Detailed templates and simple templates have been used on DHS sites. 

We can simplify our templates by using include files or master pages in .Net. An include file is a file that is included into a Web document. This file can include simple text, HTML, or script code. The contents of the include file is simply placed in the Web page at the location of the include reference. All server-side scripting will be processed before insertion. 
Some uses for include files are to:

· Store a group of related functions 

· Store constant values

· Store reusable code 

· Enter other hard code that is constant throughout the site

Examples: header, footer, navigation, meta tags.
Always use caution when using include files or master pages. The file is loaded and cached in the Web server’s memory. Include in these files only what is needed to save valuable memory and increase performance.

Style Sheets XE "Style Sheets" 
Style sheets enable designers to give a homogeneous appearance to every page on a Website. Designers can establish style elements for an entire document by imbedding the style rules either in the document's heading or by cross-referring this document to a separate style sheet. By attaching style sheets to structured documents on the Web, such as HTML documents, authors can influence the way these documents appear on any browser that supports style sheets -- without new HTML tags. A browser often allows the user to override some or all of the style sheet attributes. Nevertheless, the World Wide Web Consortium recommends style sheets.

Style sheets describe how documents appear on screens or in print. Cascading style sheets (CSS) are a series of style sheets that permit a designer to establish a certain style for a site and then to modify that style on certain pages of that site. A Web's designer designates one style sheet as the main sheet. Other style sheets can override some or all of the instructions that the main sheet gives. XE "Style Sheets"  CSS requires Microsoft Internet Explorer 5.0 (or later) to view them. A CSS gives a page designer a greater amount of control over the display of a page at the expense of the browser' designer and of the user. Additionally, cascading style sheets XE "Style Sheets"  display non-Roman fonts such as Cyrillic, Greek, Germanic, Hebrew, Arabic, and Chinese very well. One admonitory note: Cascading style sheets require exact syntax. One syntactical error can ruin the sought after style.

Style Sheets XE "Style Sheets"  are widely, although not consistently, implemented in browsers. For that reason, DHS should deploy CSS XE "Style Sheets:CSS"  carefully. DHS’s designers should use these scripts whenever the users' browsers will display as prescribed. CSS3 is the latest standard for CSS. CSS3 is completely backwards-compatible with earlier versions of CSS. 
Designing the Page

Designing the Web page is the important first step in designing a website. It is crucial to storyboard the site. During the page design, the ultimate placement and location of links and images combined with the topics is determined.

Using responsive design for your website is highly recommended. This will allow access to your information to the most people. Responsive design reformats your information for the display size of the device to accommodate desktop, as well as, mobile devices.
The entry point, or Home page, should show clearly, what information is on the site – rather like an executive summary, but not as boring.

The audience does not care how information is organized. All they want is to be able to find their own area of interest quickly, in as few mouse clicks as possible.

As they work their way around a site, visitors need to know where they are. They may already have been to a dozen Websites, so it pays to remind them which one they are on now. The web page format is like DHS letterhead: consistency is important for a professional appearance, as well as for ease of use.

Decide, with the help of a graphic designer, where the main elements of the page will go. Implement the templates, style sheets, and standards into the design. Arrange the elements. Main elements may include:

· The name of the division/office/entity 

· Headings

· Text and images

· Navigational tools (bars, buttons and so on)

· Mandatory elements: 

· Date of last update

· Copyright notice

· Disclaimer

· Contact information 

· Feedback form 

Some of these – headings (or a heading bar), organization name, navigational tools – will appear on every page, for consistency, for a professional appearance and, of course, to remind the visitors where they are. The graphic designer places these things on the page. If an area has no designer, the best advice is to keep it simple and above all, keep it consistent.

Backgrounds can greatly improve, or greatly diminish, a Web document's readability. Problems appear with text set against anything other than flat and even backgrounds. Text on top of a photograph or any high-contrast background causes difficulties.

One job, like that of the graphic designer, is not to impress, but to inform – as painlessly as possible.

The audience has a number of thresholds. One of them is the amount of information they want to see on a single page. Too much information makes searching and reading difficult. White space will give the pages an approachable look, and will make it easier for people to find what they want. This is an area where computers reflect traditional publishing: it’s a well-known journalistic fact that frequent paragraphing encourages the reader to read on, and graphic designers know that images stand out better against white space. As a rule of thumb, try to confine the page to no more than 40 KB per file including graphics. This will download at a reasonable speed for most users.

Think in terms of screens rather than pages. People generally do not scroll for more information, so the design must allow for this by putting anything important at the top of the page.

Good design, a theme to the site, easily readable pages – will encourage the visitors to stay on the page, and will make it easy for them to find the information they need.

Consider the possibility that additions may occur to the site later on, so design accordingly.

The Web-safe Color Palette

When specifying colors for Web page backgrounds, fonts, and other elements for 256-color XE "256-colour Palette" \t "See Web-safe colour palette"  displays (the most common display capability), attempt to choose colors from among the 216 Web-safe colors that look identical on both PC and Mac operating systems. Both the Netscape and the Microsoft® browsers have to work without the colors that each operating platform reserves for system use. There are 40 reserved colors on both systems, leaving 216 colors common to both platforms. If using one of the 40 colors, each system tries to approximate it with some combination of the 216 acceptable colors. This is called dithering. Unfortunately, each operating system dithers differently. Hence, the result on a browser on one or both of the operating systems might not be the results the designer intended.

Printing Pages

Design Web pages so that they can be printed on an 8.5’’ x 11’’ sheet of paper, or provide a method to format the content so that it can be printed on an 8.5’’ x 11” sheet of paper. Many users will print pages for later review. If the page is not formatted to fit on a piece of standard letter size paper, part of the content will be cut off when it is printed. This forces the user to view the content online and it may discourage the user from returning to the site. 

Include a special printable version of pages containing a lot of text. 

Avoid too Many Links

The link makes writing a Web page different from writing for other kinds of publications. The link presents some new exciting possibilities. Unfortunately, some page writers overuse the link. They have caught "link fever" and have riddled their lines with links. Some Web pages writers have written documents that depend on links and that make no sense without them. Too many links on a page are bad because they make that page difficult for the audience and because they confuse the message.

A link should lead to information that is sought after and that is frequently requested. A good link describes itself correctly. Badly named links confuse and mislead users. A page with many links can distract a user and muddle a page's message. Naturally, that last comment does not apply to pages that provide lists of links about a particular topic. If a page must have many links, then that page's designer should prioritize them by degrees of relevance: for example, "Recommended", "Relevant", and "Related".

When people hit dead ends, they get frustrated. If users cannot follow a page's links, they will not stick around to read the pages. Obviously, a link has to lead to some place useful. Already-frustrated users will become apoplectic if you send them to a site that is unavailable, irrelevant, or showing an under-construction sign. Good sites are always under construction, but the public does not have to know it! Hence, DHS designers should periodically check the links to identify broken ones. 

Write Links In Context

Each page should ident (a practice that helps lateral entrants know where they are), with the links that are self-explanatory: for example, “We welcome the comment” with the word "comment" being the link to the organization's e-mail. To make a link correctly, phrase it so that it both fits into the context and stands alone as a heading. So, the reader might ask, "How do I write links?" This question is an excellent excuse for putting in a link and then explains how to do it. The underlined text above demonstrates that underlined sections have a way of drawing the eye.

Don’t use "click here"

It is tempting to phrase links with “click here for more information” – especially if one is trying to make Web pages user-friendly. There are, however, good reasons for not doing so. To begin with, it spoils the continuity of the text. Moreover, it looks very strange and has neither meaning nor effect on a printed Web page. Finally, the "click here" statement makes little sense to visually impaired users with sound-based browsers.

Use Relative Rather Than Absolute Links (In Most Cases)

URL addresses (links) have two categories - absolutexe "Links:absolute" and relativexe "Links:relative". Absolute addresses always lead to the target file in a certain directory on a specific machine. Relative addresses identify the target's location by comparing it to the location of the Web page the user is viewing that moment. Relative addressing is akin to receiving directions from a stranger. Absolute addressing is akin to viewing a destination on a map. 

Make connections within DHS sites with relative links. With this practice, when sections with both the page departed from and the page destined for are shifted, the connections are not lost. Almost all links on a site should be relative. 

Use absolute addresses only when referring to other Websites. If a designer uses absolute addresses for links to the DHS pages or graphics, they may not work when made put into production on the DHS server.

Downloading

Downloadingxe "Downloading" has a couple of meanings: Strictly speaking, whenever a user connects to the Internet, the user’s computer downloads information. More commonly, downloading describes the willful act of loading files, images, or text from the Internet/intranet/extranet into one's own hard drive for offline use later. 

If your Website has large documents that users may want to print or save in one operation, provide a link to a complete, printable, or savable document. Do not cram a large amount of written content onto one page.

Writing for the Web

Writers do both designing and writing of the actual content of the pages. The user must be able to see what is on the page with a quick, easy scan of the page. To accomplish this, writers write the information and apply graphics and other design characteristics to the content according to conventions given in this section.  

Writing professionally for the Web is much like writing for any other medium. The writing must be clear and error-free, and – like a Website's design – informs, rather than impresses, the user. There are some conventions specific to writing for the Web, however. 

Some guidelines for writing for the Web follow:

11. Keep sentences short, and keep the line lengths short. Keep paragraphs short, as well. 

12. Express information and ideas as simply as possible. Generally, audiences prefer to scan a small screen rather than read lengthy text.

13. Place the important information on the part of the screen the users see first. Many users will look no further. Users will easily move to another page, or to another Website, entirely. 

Text

This section provides the Web writer conventions regarding how to use text in the content area of a page. These conventions include the writing (conveying ideas) and font or text characteristics as parts of the content design.

Font Color

Choose font colors with care. According to Prevent Blindness America, about 8% of males and about 1% of females suffer from some degree of color blindness. xe "colour blindness"Hence, yellow ochre is a bad substitute for hyperlink blue – especially against an orange background. 
Hyperlinks

· Use hyperlink blue for hyperlinks. It works for everyone, it is consistent, and it is standardized everywhere on the Web. 

· Use red to identify live links.

· Use purple to identify links already visited.

Other Guidelines

· Reverse type (white text on a black background) is more comfortable for people reading large amounts of printed text. 

· Sometimes, it is better to use the default fonts --xe "Fonts:Default" set by the browser -- or to allow the reader to set the preferred fonts. Default fonts do not inhibit access. 

· Avoid changing the color of any text (other than hyperlinks) in a single area. 

· Pale-colored fonts are almost impossible to read on white paper. Do not make frequently printed documents with such fonts. 

· Avoid making pages with colored text, especially with blue, because blue often identifies a link. If you do use colored text, use a font color from the Web-safe color pallet.

· Underlined text often identifies a link so do not underline text. Mark book titles either with Italics or with quotation marks, but not with underscores.

Headings and Lists

Break information down into chunks with headings, subheadings, and lists. Create headings that reflect the logical structure of the document. Do not use headings to add emphasis or to change the font size. Use headingsxe "headings" ranging from H1 (biggest) to H6 (smallest), as one uses the Style feature of Microsoft Word. This provides formatting guides and assists the text-reading machines of blind users to determine the structure of a page. Headings provide structural clues for disabled readers. Use headings, rather than increased font size, to show structure.

Line Length

The longer the text line, the more leading (vertical space) one needs between lines, since the longer the line, the harder it is for the eye to find the beginning of the next line to read. Line lengths greater than five inches are harder to read (which is why newspaper columns are not very wide). 

Text Alignment

Use justified or right-ragged (align left) when aligning text, as those options are easier to read than text formatted with ragged-left (or align right) and centered copy.

Use Normal Typographic Conventions

Mixed Font sizexe "Mixed Font Size" and color changesxe "Colour Changes" within words are difficult for clients using text-readers. Consider the practice of newspaper publishers. Most publishers print them on white paper with black text -- not on a mishmash of colors and/or with a potpourri of fonts – for easy scanning and reading.

Capitalization of Whole Words 

Avoid capitalization of whole words. It is not easy to read sentences written in capitals.

Graphics

Graphicsxe "Graphics" require a great deal of time to download. This extra time often tries the patience of many users. Before adding a graphic to a page, ask yourself these questions:

14. Does it add to the message, theme, or atmosphere?

15. How big must it be?

16. How long will it take to load on a slow computer with little memory?

17. How long will it take to load through a modem with an ordinary Internet connection? 

18. Is animationxe "animation" essential to the message?

19. Does the headline really need to be in graphical form? Probably, it does not.

20. Will some of your users have laptops or palmtops? Laptops and palmtop computers have limited abilities to display graphics.

The following precautions will make graphics less troublesome to a user who must download files slowly:

21. Put important information, rather than a graphic, up front.

22. Limit the colors to 256. 

23. Reuse the same graphic. A graphic needs to download to a browser only once, but can display on a browser many times. 

24. Design Web pages with <HEIGHT> and <WIDTH> tags for all of the images so that the browser does not waste time asking the server for the graphics' dimensions.
Only use graphics critical to the information on a page.  
Do not use blinking graphics or text. Humans, by nature, treat motion as a high-priority visual stimulus. People notice change or motion more readily than they notice color or size. Consequently, blinking text on a page draws a reader's eye away from all other text or image content. Furthermore, The UCB Pharma Epilepsy Website warns that blinking lights can induce health problems such as epileptic seizures. Avoid causing the screen to flicker. 

Keep the total size of all images used on any one page to less than 30K. Minimize downloading time via the following techniques:
25. Putting <HEIGHT> and <WIDTH> pixel dimension tags in an image reference will allow some browsers to display all text on a page faster. These tags circumvent requests to the server for dimensions of each image. 

26. Reduce perceived downloading time by specifying both low- and high-resolution JPEG files. These enables smart browsers to paint an entire page for the reader, then go back, and fill in high-quality images after the page has loaded. 

27. Interlacingxe "interlaced graphics" -- loading an image with gradually improving degrees of resolution -- also reduces the perceived downloading time. This technique is effective with large images, especially those with over 100K. 

28. Another trick is to create thumbnails XE "Thumbnails"  of images -- small copies of large images. These thumbnails serve as links to a larger image on another page.
Introduction to Web Publishing Roles

Once a website has been developed, there are specific functions involved in development and maintenance of the site. Whether a single person or an organization has website responsibilities, the functions are the same. These roles may be performed by a single individual or divided among many. 

Content Originator
The content originator creates content and maintains a fresh, valuable, quality electronic information product.

Responsibility

Accuracy and quality of content.

Tasks

· Coordinate needs for content and all proposed content with the Content owner(s).

· Gather materials for changes, additions, and deletions to content.

· Establish staging and production deadlines and explain the reason for those deadlines.

· Prepare content in a format acceptable to the system, making sure the instructions and the content itself are absolutely clear in order to minimize confusion with the Implementer.

· Send all content to the content owner for review and approval.

Content Owner

The content owners serve as the experts in a given content area. They have the responsibility of managing and providing updated information for a particular section of the site. The content owner is often the content originator but should always have review and approval authority.

Responsibility

Guide the website in the area of content expertise.

Tasks

· Assess and approve quality, placement, and appropriateness of content in their area of responsibility.

· Take ownership of the content for future review and modification.

· Review their content area on a regular basis and update the content as required.

Content Authority
The content authority approves and prioritizes content change requests. The content authority is an essential big-picture, gatekeeper role in the process and is the one most often overlooked.

Responsibility

Know the overall navigation of the site, who to contact for approvals, and understand how to apply the guidelines established for the site. Serve as the single point of contact on Web content with each program office. Serve as the program office representative on the DHS Internet team.

Tasks

· Determine if the content is acceptable to be placed on the site.

· Identify and get approval of content owner if different than the content originator.

· Determine where content belongs on the site.

· Specify appropriate links.

· Determine accuracy and completeness of administrative information submitted with the content.

· Obtain approval from the approval authority.

· Obtain approval from the enterprise authority, as needed.

· Submit a request to the implementation manager or Web publisher and confirm receipt.

· Make recommendation for information flow and identify information gaps.

Approval Authority
In every information process, there is at least one approval step. In most cases there are several. Website content management and maintenance is no different. Each program office must have an Approval Authority responsible for approving all Web content originated by the program office. 

Responsibility

Evaluate the appropriateness of Website content based upon specific area of expertise.

Tasks

· Evaluate content and approve or disapprove.

· Notify the content authority of decision.

· If disapproved, provide explanation.

Enterprise Authority
The Human Services Press and Communications Office is the primary enterprise authority for DHS. The Human Services Press and Communications Office must approve all Internet content and websites. Other entities that are involved in the approval process as enterprise authority are: DHS Office of Legal Counsel, Governor’s Communications and Press Office, and the Office for Information Technology, Governor’s Office of Administration. 

Responsibility

Evaluate the appropriateness of the Website, document, or application before development and deployment. 

Tasks

· Evaluate the business requirements, proposed site design, and content and approve or disapprove.

· Notify content authority of decision.

· If disapproved, provide explanation.

Implementation Manager
The implementation manager assigns technical resources for changes to the website. After content is created and approved, the implementation process begins. Depending on the type of content and the work level of the technical team, different people with different skill sets may be required.

Responsibility

Quality control, load balancing, responding to priorities; knowing the skill sets and the capabilities of the Implementers.

Tasks

· Assign implementation tasks.

· Monitor and manage performance and deadlines.

· Distribute and balance workload.

· Serve as a source of technical information for implementers.

· Route content to implementers.

· Coordinate schedules and report progress to content authority.
Implementer 

Implementers prepare content for installation. Implementers include HTML programmers, graphics designers, scriptwriters, and any other technically skilled individuals required to prepare content for installation on the site. They will coordinate with the Content Authority to ensure the original intent is translated accurately to the site.

Responsibility

Prepare content for installation and publication 

Tasks

· Establish, maintain, and document communications with the content authority.

· Coordinate with the Web publisher about where to place added or changed pages in the staging-environment directory structure.

· Install completed pages in staging environment and notify the content authority for review.

Web Publisher 

The Web publisher operates and manages the Web hosts. 

Responsibility

Manage and operate the development, staging, and production environments. Install reviewed pages to the production environment and maintain the integrity of the site.

Tasks

· Maintain the directory structure of the staging and production environments.

· Coordinate with the Implementers about where to place added and changed pages in the staging environment directory structure.

· Obtain approval of the Content Authority before publishing content in the production environment.

· Install approved content in the production environment.

· Notify the implementers when pages for a particular request are in production.
· Manage the operation, maintenance, and backup of all servers.
BIS Web Publishing Process

The BIS defines web publishing as the process of moving web pages between our Development, Staging, and Production Web servers in a controlled manner. 

Security and Web Pages

The Governor’s Office for Information Technology has final responsibility for all sites under the Governor’s jurisdiction or for those sites using OA/OIT’s Web server farm. All agencies using internal or external Websites that are linked to the Web server farm or the Commonwealth’s Metropolitan or other networks are required to evaluate and, if requested, provide a security risk analysis to the Governor’s Office for Information Technology. They may be requested to provide additional documentation, or other significant information to the Office of Administration/OIT before security changes can be made for Websites or for database connectivity.

Agency heads are responsible for all information provided to the public through Web technology. Protection of the integrity of this information is also the responsibility of the agency head. Executive management must be involved in the development and management of the Websites. 
Access

Access refers to rights to access the various types of Websites. The type of Website and the anticipated audience controls access rights.

Internet - The Internet is made up of interconnected networks in over 100 countries comprised of commercial, academic and government networks. The Internet has become commercialized into a worldwide information highway, providing information on every subject known to humankind. Access is allowed by any user of the Internet.
Intranet - An in-house Website that serves the employees of the enterprise. Although Intranet pages may link to the Internet, an Intranet is not a site accessed by the public.
Extranet - A Website for existing customers rather than the public. It can provide access to paid research, current inventories and internal databases, virtually any information that is private and not published for everyone. An Extranet uses the public Internet as its transmission system, but requires passwords to gain access.

Authentication

Authentication refers to the process of verifying a user’s identity to prevent unauthorized access. 
Internet - Currently the DHS’s Internet access does not require any authentication. The only information that should be published on the Internet by DHS is information that is available to the public by other means besides the Internet. 
Intranet - Authentication is accomplished through network rights. All Commonwealth employees and contractor staff have access to the Commonwealth’s Intranet Websites. Policies and standards regarding Intranets are contained in Management Directive 245.13. Extranet - Authentication is accomplished through network rights. Access is authenticated by username and IP address or password. Extranet rights are controlled and granted by Program Office Coordinators based on need and approval.

Privacy

Privacy and Cookies

Since the DHS Websites do not collect or publish personal information using cookies, release of personal and private information is not possible.
DHS may occasionally use cookies to customize individual browsing experiences. Cookies are simple text files stored by Web browsers as a method of distinguishing among visitors to the Websites. Cookies created on the user’s computers by using our Websites do not contain personal identifiable information and do not compromise the user’s privacy or security. 

The use of persistent cookies should be avoided unless essential to the application. Many people feel that cookies are an invasion of privacy. 
Users can refuse the cookie or delete the cookie file from their computer at any time by using any one of a number of widely available methods.

What should be behind the scenes?

Ever wondered what complex interactions are going on behind the scenes of a Web page to give us the end result? To even produce a Web page there should be certain standards incorporated into the Web page to maintain compatibility and manageability. Following are a few suggestions.

File Sizes

Download time should be considered linking to large documents and web pages. If a web page or document takes too long to download, the user will cancel the action.
File Names

Use lowercase letters for all filenames. Filenames should be up to eight alphanumeric characters in length and have a 3-character extension (dptsales.htm).

Standardize on a naming convention for the filenames so that they reflect the content of the files. Be consistent with extensions. For example, use either “html“ or “htm“ throughout the naming structure. For maximum cross-platform compatibility, filenames should not contain spaces. Do not include special characters (such as “@,” “%,” and “&”) in naming files. File names should be as descriptive as possible, and should have the correct suffix.

Table 1:  Standard Filename Extensions

	Some Standard Filename Extensions

	File Type
	Extension

	HTML
	.htm

	Portable Document Format
	.pdf

	GIF
	.gif

	JPEG
	.jpg


Web Page Definitions

The home page provides the most general overview to the content in the site. The home page also defines the main links for the pages further down in the hierarchy. This page should be the top-level page.

The home page starts with a list or menu of major topics selecting on leads to a list of subtopics, which then leads to a discussion about a particular topic. These pages are second-level pages.


What Must Be On the Web Page?

Following are items are required to appear on a Web page: 

· A signature block (a link to contact information) should appear at the bottom of each page. 

· The arbitrator authorizing the content should be recognized. 

· The owner of the Website's authorized logo should appear at the top of each page. 

· A feature should be included for giving feedback or comments regarding the site. 

· A link back to the home page should appear on the page.

Accessibility

The goal of a Website is to share and exchange information with a targeted audience. However, some members of the targeted audience may have disabilities and may not use computers and software in the usual manner. The Federal Access Board’s Section 508 of the Rehabilitation Act provides standards for making web content available to those with disabilities. 
Please refer to the Governor’s OA Information Technology Bulletin (ITB-ACC001) for in-depth guidelines and policies concerning accessibility. 

Integrity Testing

Conscientious professional developers test the integrity of new and modified pages on their sites to ensure that the most popular browsers display them properly. Additionally, DHS developers test the integrity of every page their Websites links to. 

Validation

DHS designers should validate web pages against an HTML specification before publishing the pages. Designers validate web pagesxe "Validation" when they inspect them for any non-standard HTML -- and then remove or change it. Non-standard HTML can enhance a Website when users view it with new versions of browsers, but it can also deter users with old versions from viewing the site at all. Consequently, validated web pages are often called interoperablexe "Interoperability". A page is interoperable when users -- viewing it with different brands and sundry versions of browsers -- see an identical page. 

How to Validate a Web page

Software programs, called validators, provide the most common method of inspecting web pages. Validatorsxe "Validation:Validators" can perform either online or on a desktop. Validators examine a web page's HTML code and compare it to the code of an HTML specification. This specification (called a document type definition or DTDxe "DTD") is a baseline HTML standard.

Validationxe "Validation" is a very simple process. The validator highlights errors (if any) on the selected page. Errors of validation include: HTML syntactical errors, unrecognized proprietary tags, and misused HTML tags. After a validator finds an error, a page designer corrects it. The page designer then runs the validator again to ensure that he or she properly removed the error. 

Validation becomes especially difficult when a validator finds errors in apparently correct code. Accordingly, some validators automatically fix errors. Unfortunately, such error correcting drastically changes the appearance of a page in unwanted ways. DHS does not recommend these validators. Luckily, there is another approach. Some web-authoring software packages include validation as part of their web management toolkits.

The Official Specification

Most validators will test a Web page against a number of DTDs, including the Netscape Navigator DTD and the Microsoft Internet Explorer DTD. However, DHS recommends that its designers validate new, and newly changed, web pages against the most current DTD, the W3C HTML 5.0.

DHS Internet and Extranet Pages

Those making DHS’s Internet and Extranet pages should aim for:

HTML 5.0 Transitional - Designers should create most pages for the public with HTML 5.0. HTML 5.0's features include style sheets. Additionally, designers should make small adjustments to the mark-up for the benefit of users with browsers too old to understand style sheets. These adjustments include using the BODY tag with bgcolor, text, and link attributes.

DHS Intranet Pages

Those making pages for DHS’s Intranet should aim for:

HTML 5.0 Strict – DHS Web page designers should use this when they want clean structural mark-up without any tags associated with layout. They should use this together with W3C's CSS to get the wanted font, color, and layout effects.

Validators 

Online validators compare documents to a document type definition (DTD), a published, machine-readable document that complies with standards of clean HTML. 

Extensions

Netscape and Microsoft have developed, and continue to develop, proprietary tags and attributes as HTML extensions. These tags and attributes are not part of the official DTDxe "DTD" specification of HTML. Because these Web browsers dominate the browser market, some people mistakenly believe that these extensions are part of the official HTML specification.

The issue of whether to include extensions is a very controversial one. In most cases, designers should use extensions when:

· The decision is based on a desired (but not universal) effect.

· The resulting inconsistency in design will not adversely affect viewers.

· The browsers that do not recognize this extension do not crash or otherwise react adversely.

· The browsers that do not recognize this extension are not excluded from the content.

If DHS Web designers plan to employ extensions, they should inspect the new content on a number of different Web browsers to check on how they appear.

Testing with Real Browsers

After page designers have validated new DHS Internet and extranet web pages, they should view these pages on several real browsers. They should also test intranet pages on Microsoft's Internet Explorer. Ideally, designers should test new pages on:

· Major brands of browsers and versions of those browsers.

· A text-based browser, such as Lynx.

Note: The leading browsers and their versions that users are using to navigate the site can be determined by analyzing the IIS log files.
Verifying the Links

DHS designers should ensure that the links on new pages work properly. If the number of new links is small, one can test each one manually. However, manual checking is often impractical for those maintaining large sites. An automatic link checker is a good way to isolate broken links on a large site. This tool inspects whatever pages a designer wants to inspect and tests the links that it finds.

Website Checklist

After completing the website, evaluate it objectively and assess its effectiveness. 

Website Home Page

· Does the site grab the user's attention?

· Does the site include required links? 

· Are all links necessary?

· Could the links be better grouped together?

· Does the top page of the site entice the user to scroll down the page?

Website Content

· Does the site have clear focus and direction?

· Does the site convey the mission and is it in a location the user will see?

· Does the site’s content read smoothly and is it easy to understand?

· Does the site’s content greet the target audience?

· Does the site’s content include information that the target audience wants?

Website Design

· Is the site using Responsive Design best practices?

· Does the site contain navigational tools to allow easy movement from level to level?

· Does the site contain sufficient level to maximize the quality of the visitor’s experience?

· Does the site contain unnecessary levels?

· Does the site contain needed directions?

· Does the site contain easy navigation or does it need directions?

· Does the site’s contain graphic, which are attractive and clear?

· Do the site’s graphics and icons download at an acceptable rate when at low speeds?

· Does the site’s graphics correspond to the text?

· Does the site contain icons that are appropriate to the information conveyed?

· Does the site contain graphics and icons that are consistent throughout the site?

· Does the site contain a link back to the Home Page?

· Does the site give accessibility for all users including people with disabilities?

· Has the site’s information been tested for quality and accuracy?

Website Maintenance

· Does the site provide for regular updates?

· Is the content owner assuming responsibility for keeping the site fresh and factual?

· Is the site’s information current?

· Is the site’s file name in lower case letters and up to 8 alphanumeric characters with a 3-character extension




