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Server Logs Archive Location Bulletin
Purpose

In addition to the exception and trace logs that are the exclusive domain of the application writing to these logs (i.e. they are not shared), there are several other standard Windows instrumentation options that are shared across processes on a machine or which are specific to an application but over which the application can exercise no specific control. This bulletin covers three such locations of archived data important to understanding the performance attributes of an application: 
1. IIS Log Archives. Logs of requests handled by Microsoft’s Internet Information Server (IIS). These logs are valuable for activities ranging from basic traffic analysis to establishing an activity baseline for performance testing. Applications do not have the ability to record any application-specific information in the logs outside of that which is sent in the request and response headers native to the protocol used by IIS.
2. Apache Log Archives. Logs of requests handled by Apache web Server
3. JBoss Log Archives. Logs of requests handled by JBoss web Server
4. Performance Counter Archives. Performance counters provide a valuable, steady stream of data on how well the operating system, application, or service is performing. Windows provides a wide array of performance counters out of the box. In addition, applications may include custom performance counters specific to the technologies they employ or pertinent to their business metrics.
5. SQL Server Reporting Services (SSRS) Log Archives. SSRS logs are special application-specific logs pertaining to the SSRS service. 
The key goal of this document is to make application teams self-sufficient with respect to obtaining diagnostic information from the above aforementioned categories without needing to get other teams involved in relaying this information to them. A corollary goal of the document is to educate junior or new application team members on the existence of these diagnostic logs so that they are better able to independently analyze and understand the production runtime behavior of their applications.
Document Change Log 

	Change Date
	Version
	CR #
	Change Description
	Author and Organization

	12/8/09
	1.0
	
	Initial creation.
	Vinod Kesavan (DTE – Server Team)

	08/08/2011
	2.0
	
	Added Apache and JBoss Log Archives, and Updated the PerfLogs location
	Vinod Kesavan & Ajit Sawant (DTE – Server Team)


IIS Log Archives
IIS logs provide a detailed transaction log of requests made to and serviced by IIS. These logs are valuable in web site trend analysis, establishing baselines of performance and business metric activity, and in the analysis of potential application intruder behavior.

BIS archives IIS logs from their default read/write locations to a read-only location on a daily basis. This prevents any interference or blocking conditions with active logging transactions.

The IIS log file format records the following data:
	Field
	Appears As
	Description 

	Date
	date
	The date on which the activity occurred.

	Time
	time
	Times are recorded in the form HH:MM:SS where HH is the hour in 24 hour format, MM is minutes, and SS is seconds. All times are specified in GMT
Use the following calculation to convert GMT to local time:

· Local time = GMT - 5 (DST is OFF - Nov to Mar)

· Local time = GMT - 4 (DST is ON - April to Nov)

	Client IP Address
	c-ip
	The IP address of the client that made the request.

	User Name
	cs-username
	The name of the authenticated user who accessed your server. Anonymous users are indicated by a hyphen.

	Service Name and Instance Number
	s-sitename
	The Internet service name and instance number that was running on the client.

	Server Name
	s-computername
	The name of the server on which the log file entry was generated. 

	Server IP Address
	s-ip
	The IP address of the server on which the log file entry was generated.

	Server Port 
	s-port
	The server port number that is configured for the service.

	Method
	cs-method
	The requested action, for example, a GET method.

	URI Stem
	cs-uri-stem
	The target of the action, for example, Default.htm.

	URI Query
	cs-uri-query
	The query, if any, that the client was trying to perform. A Universal Resource Identifier (URI) query is necessary only for dynamic pages. 

	HTTP Status
	sc-status
	The HTTP status code.

	Win32 Status
	sc-win32-status
	The Windows status code. 

	Bytes Sent
	sc-bytes
	The number of bytes that the server sent.

	Bytes Received
	cs-bytes
	The number of bytes that the server received.

	Time Taken
	time-taken
	The length of time that the action took, in milliseconds. 

	Protocol Version
	cs-version
	The protocol version —HTTP or FTP —that the client used. 

	Host
	cs-host
	The host header name, if any.

	User Agent
	cs(User-Agent) 
	The browser type that the client used.

	Cookie
	cs(Cookie)
	The content of the cookie sent or received, if any. *** This field is recorded for PELICAN Web Servers ONLY ***

	Referrer
	cs(Referrer)
	The site that the user last visited. This site provided a link to the current site. *** This field is recorded for PELICAN Web Servers ONLY ***

	Protocol Substatus
	sc-substatus
	The substatus error code. 


Consider using Microsoft Log parser utility to read IIS Logs data.

Note:

· The IIS Log files on DPW IIS Web Servers are created daily, starting with the first entry that occurs after midnight
· The IIS logs of a given day will be moved from their IIS Web Servers to this archived location the next day at 4:00 AM every day. For example, the IIS Logs for 12/01/2009 would be copied from a IIS Web/Application Server to its archived location on 12/02/2009 at 4:00 AM
· The IIS Log archives (listed below) are stored up to 1 month. The IIS Logs that are older than a month are burnt into DVDs and will be available upon request
The table below provides details on the location of the archived IIS logs that are available for analysis to the application teams. 

	
	Application/Servers
	Archive Location

	PELICAN – CCW (CCMIS), PPCS, Certification, Pre-K (PKC), ELN, Provider (PSS)

	1. 
	PWISPRDWEB34
	\\pwishbgwbt01\logfiles\Pwisprdweb34\W3SVC1

	2. 
	PWISPRDWEB38
	\\pwishbgwbt01\logfiles\Pwisprdweb38_W3svc1_Pelican\W3svc1

	HCSIS – HCSIS, PWIM

	1. 
	PWISPRDWEB35
	\\pwishbgwbt01\logfiles\Pwisprdweb35\W3SVC2

	2. 
	PWISPRDWEB39
	\\pwishbgwbt01\logfiles\Pwisprdweb39\W3SVC2

	IntraApps – eCIS

	1. 
	PWISPRDWEB54
	\\pwishbgwbt01\logfiles\PwisPrdWeb54\W3SVC1

	2. 
	PWISPRDWEB55
	\\pwishbgwbt01\logfiles\PwisPrdWeb55\W3SVC1

	3. 
	PWISPRDWEB56
	\\pwishbgwbt01\logfiles\PwisPrdWeb56\W3SVC1

	4. 
	PWISPRDWEB57
	\\pwishbgwbt01\logfiles\PwisPrdWeb57\W3SVC1

	5. 
	PWISPRDWEB58
	\\pwishbgwbt01\logfiles\PwisPrdWeb58\W3SVC1

	6. 
	PWISPRDWEB59
	\\pwishbgwbt01\logfiles\PwisPrdWeb59\W3SVC1

	7. 
	PWISPRDWEB60
	\\pwishbgwbt01\logfiles\PwisPrdWeb60\W3SVC1

	8. 
	PWISPRDWEB61
	\\pwishbgwbt01\logfiles\PwisPrdWeb61\W3SVC1

	Humanservices – COMPASS, PACSES CSWS, MPI, IVEQA

	1. 
	PWISPRDWEB36
	\\pwishbgwbt01\logfiles\Pwisprdweb36_W3svc2_HumanServices

	2. 
	PWISPRDWEB37
	\\pwishbgwbt01\logfiles\Pwisprdweb37_W3svc2_HumanServices

	HHSApps – EIM

	1. 
	PWISPRDWEB70
	\\pwishbgwbt01\logfiles\Pwisprdweb70\W3SVC1

	2. 
	PWISPRDWEB71
	\\pwishbgwbt01\logfiles\Pwisprdweb71\W3SVC1

	DPWIntra – PACSES (webPACSES, PTS, QUICK, PIM), 

	1. 
	PWISPRDWEB40
	\\pwishbgwbt01\logfiles\Pwisprdweb40\W3svc1

	2. 
	PWISPRDWEB41
	\\pwishbgwbt01\logfiles\Pwisprdweb41\W3svc1

	DPW Web Services (SOA) – FSWS, PELICAN, eCIS, MPI.NET, HCSIS, JNET, IVEQA, COMPASS

	3. 
	PWISPRDSOA30
	\\pwishbgwbt01\logfiles\Pwisprdsoa30\W3SVC1

	4. 
	PWISPRDSOA31
	\\pwishbgwbt01\logfiles\Pwisprdsoa31\W3SVC1


Apache Log Archives

Apache logs provide a detailed transaction log of requests made to and serviced by Apache. These logs are valuable in web site trend analysis, establishing baselines of performance and business metric activity, and in the analysis of potential application intruder behavior.

BIS archives Apache logs from their default read/write locations to a read-only location on a daily basis. This prevents any interference or blocking conditions with active logging transactions.

	
	Application/Servers
	Archive Location

	DPW sites

	1. 
	PWISPRDUCM30
	\\pwishbgwbt01\logfiles\pwisprducm30

	2. 
	PWISPRDUCM31
	\\pwishbgwbt01\logfiles\pwisprducm31

	3. 
	PWISPRDALC30
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\Apache\pwisprdalc30


JBoss Log Archives

JBoss logs provide a detailed transaction log of requests made to and serviced by JBoss. 

BIS archives JBoss logs from their default read/write locations to a read-only location on a daily basis. This prevents any interference or blocking conditions with active logging transactions.

	
	Application/Servers
	Archive Location

	Adobe Live Cycle

	1. 
	PWISPRDALC30
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\JBoss\pwisprdalc30


Performance Counter Archives
Performance counters provide a steady stream of data for analyzing the performance of an application. Windows provides an array of counters out of the box. In the DPW environments, these are often augmented by specialized Windows counters (e.g. WCF), third party software counters (e.g. Oracle), and application specific performance counters (e.g. MCI.NET)
Performance counters are used to provide information on how well the operating system or an application is performing. The counter data can help determine system bottlenecks and fine-tune system and application performance. 
Note:

· Performance counters are captured from 6:00 AM – 6:00 PM every day with exceptions to Batch and SOA Servers where they run for almost 24 hours
· The captured performance counter log files (saved in binary format – “.blg”) will be moved from the Servers at 6:05 PM every day to the location provided below
	
	Application/Servers
	Archive Location

	PELICAN – CCW (CCMIS), PPCS, Certification, Pre-K (PKC), ELN, Provider (PSS)

	1. 
	PWISPRDWEB34
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB34

	2. 
	PWISPRDWEB38
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB38

	HCSIS – HCSIS, PWIM

	1. 
	PWISPRDWEB35
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB35

	2. 
	PWISPRDWEB39
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB39

	IntraApps – eCIS

	1. 
	PWISPRDWEB54
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB54

	2. 
	PWISPRDWEB55
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB55

	3. 
	PWISPRDWEB56
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB56

	4. 
	PWISPRDWEB57
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB57

	5. 
	PWISPRDWEB58
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB58

	6. 
	PWISPRDWEB59
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB59

	7. 
	PWISPRDWEB60
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB60

	8. 
	PWISPRDWEB61
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB61

	Humanservices – COMPASS, PACSES CSWS, MPI, IVEQA

	1. 
	PWISPRDWEB36
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB36

	2. 
	PWISPRDWEB37
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB37

	DPWIntra – PACSES (webPACSES, PTS, QUICK, PIM), 

	1. 
	PWISPRDWEB40
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB40

	2. 
	PWISPRDWEB41
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB41

	HHSApps - EIM

	1. 
	PWISPRDWEB70
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB70

	2. 
	PWISPRDWEB71
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDWEB71

	AppFabric 

	1. 
	PWISPRDFBC30
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDFBC30

	2. 
	PWISPRDFBC31
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDFBC31

	SOA web Services – FSWS, PELICAN, eCIS, MPI.NET, HCSIS, JNET, IVEQA, COMPASS

	1. 
	PWISPRDSOA30
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDSOA30

	2. 
	PWISPRDSOA31
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDSOA31

	Batch Server 

	
	PWISPRDAPP30
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDAPP30

	Adobe LiveCycle Server

	
	PWISPRDALC30
	\\pwisprddfs03dfs\DFS\LOGS\OpenSystems\PerfLogs\PWISPRDALC30


SSRS Log Archives

SQL Server Reporting Services uses a variety of log files to record information about server operations and status. 
The following logs contain report sever information:
	File Name
	Description

	ReportServerService_<timestamp>.log
	Log file for the Report Server Windows service worker threads.

	ReportServerService_main_<timestamp>.log
	Log file for the Report Server Windows service management threads.

	ReportServerWebApp_<timestamp>.log
	Log file for Report Manager.

	ReportServer_<timestamp>.log
	Log file for the Report Server Web service.


Note: 
· The SSRS logs of a given day will be moved from their SSRS Servers to this archived location the next day at 5:05 AM every day. For example, all SSRS Logs for 12/01/2009 would be copied from a SSRS Server to its archived location on 12/02/2009 at 5:05 AM
	
	Environment
	Archive Location

	1. 
	Development
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISDEVSRS10\SSRS2008

	2. 
	Integration
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISINTSRS15\SSRS2008

	3. 
	SAT
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISSATSRS25\SSRS2008

	4. 
	Test For Production
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISTFPSRS20\SSRS2008

	5. 
	Training
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISTRNSRS29\SSRS2008

	6. 
	Production
	\\pwisprddfs03dfs\dfs\LOGS\OpenSystems\SSRS\PWISPRDSRS31\SSRS2008





