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General:

This checklist provides a list of the considerations for Operational Supports to be defined on a new application.  This checklist can be used for tracking that the appropriate requirements have been considered.

The purpose of this document is to track the appropriate Operational Support Requirements.

Guideline:
Operational Support Requirements

Perform these steps and indicate who assessed the requirement and the date of its completion.

	Requirements
	PERSON
	DATE Addressed

	
	
	

	Technical and Business Contacts and Maintenance Windows
	
	

	Identify technical and business contacts
	
	

	Determine the project’s business sponsors
	
	

	Determine whether user access to applications or data is required
	
	

	Determine who in the Program Office is the interface to the user community
	
	

	Determine whether there are technical contacts within the sponsoring Program Office and/or user community
	
	

	Determine whether technical support is available for any specialized hardware
	
	

	Determine if technical support is available for commercial software
	
	

	Define the application contacts for custom-developed software
	
	

	Determine who must be notified of problems or potential downtime
	
	

	Determine whether preventive maintenance is required for hardware and/or software components
	
	

	Determine whether there is a defined maintenance window for hardware and/or software components and whether it is consistent with the existing DHS enterprise environment
	
	

	
	
	

	Environment Deployment
	
	

	Determine if environments other than production are required and whether they are consistent with DHS standards 
	
	

	Determine if and how licensing is handled for multiple environments
	
	

	Determine whether software components can be deployed automatically
	
	

	Determine if automated scheduling is required and whether OPCON/xps can do it
	
	

	Determine whether hardware and/or software require operational monitoring and related procedures
	
	

	Determine whether specialized training is required
	
	

	Define thresholds for event triggers
	
	

	Ensure that availability and performance data is accessible to all application support staff
	
	

	Troubleshooting and Maintenance
	
	

	Determine whether outside third party access to hardware and/or software systems is required and whether it can be enabled consistent with DHS security standards
	
	

	Determine if specialized tools or utilities are required for troubleshooting
	
	

	Determine if there are specific procedures for capturing dumps and/or logs
	
	

	Ensure any changes for maintenance, product updates, or hardware upgrades are recorded for configuration management
	
	

	Ensure that troubleshooting procedures are recorded in a knowledge base for future reference
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