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General:

The Risk Management Guideline documents the process for identifying, prioritizing, mitigating, monitoring, and controlling project related risks and risk handling plans.  
Purpose

The purpose of this document is to provide a process, methodology, and reference guide for the proactive management of risk within the context of the Department of Human Services (DHS) project governance team structure and system development life cycle.
Objectives

The specific objectives of the risk management process are to:

· Identify, early in the project and throughout the project lifecycle, significant risks impacting the project’s schedule, budget, scope, performance, and quality.

· Prioritize and focus attention on the risks most likely to occur and with the most severe consequences.

· Plan and coordinate actions to mitigate exposure to the risks.

· Facilitate communication of the risk strategies and status to the project stakeholders and team members.
Benefits

Employing a risk management methodology:

· Reduces the likelihood of unexpected and unmitigated problems occurring throughout the course of the project.  (Otherwise, unplanned for problems could necessitate involvement and resolution far greater in scope than proactive risk management requires to prevent their occurrence or to minimize their impact in the first place.) 

· Reduces the likelihood that the project will fall behind schedule.

· Reduces the likelihood that the project will go over budget. 

· Reduces the likelihood that the quality, performance, or functionality of the project deliverables will be impaired.

· Reduces the likelihood that the project will fail altogether.
Definitions

Refer to Appendix A for a list of the terms and acronyms used in this document.

Roles and Responsibilities
There are various staff resources and stakeholders involved in managing the contract for this project. In some cases, one individual may perform multiple roles in the process. Refer to Appendix B for specific roles and responsibilities, as they pertain to Risk Management. 

Guideline:

General Overview of Risk Management Process

The four steps of risk management are shown below:
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Risk Identification

Risk Identification consists of identifying and documenting risk events.  Risk Identification begins early in the project life cycle, preferably during the Planning phase, so the likelihood and severity of risk impact can be mitigated before the risk event actually occurs.  

Since the entire Risk Management process is iterative, Risk Identification is conducted not just once, but throughout the duration of the project as the project team members become more knowledgeable about the project.  

The purpose of Risk Identification is to anticipate and record potential events or conditions that can produce unplanned and undesired outcomes to the project objectives.  The lessons learned documentation from other projects, Project Prioritization Workbook, project scope statement, project schedule, project staffing plan, project change requests, and interviews with managers of similar projects are all examples of sources from which risks can be identified.    
Risk Evaluation

Risk Evaluation assesses the risk exposure derived from the likelihood of the event occurring and the severity of consequences upon impact.  Risk Evaluation also prioritizes risks so more highly rated risks receive more planning, resources, and attention.   

Identified risks need to be re-evaluated throughout the project life-cycle because priorities can change over time. 

Risk Handling

Risk Handling begins with the selection of a risk approach or strategy – whether to accept the risk or whether to mitigate its consequences.  Then risk handling actions are planned around the selected strategy.  The risk management team assigns risk owners responsibility to manage the implementation of risk handling actions.  

Risk Monitoring and Control

Risk Monitoring and Control involves the regular review of risk events and of the risk management plan to handle those risks.  Risk likelihood and impact may need to be re-evaluated due to changing circumstances or due to the Risk Management Team’s improved understanding.  New plans may need to be developed to address new risks or unexpected eventualities.  Any contingency plans that were created may need to be invoked when a risk event occurs.  Risk events no longer threatening a project can be closed.

Phase exit reviews are conducted to assess the effectiveness of the risk management process for the project, documenting any lessons learned for continual improvement to the process.
Step 1 – Risk Identification

Project risks are potential events or conditions that, if realized, would adversely impact the project’s cost, schedule, or quality objectives.  Potential risks are identified proactively to see and manage threats to the project before they materialize.  The intent is to minimize the possibility of risks occurring and to reduce the impact if they do.

For a condition or event to be classified as a relevant risk, it must meet the following criteria:

· Does the condition or event threaten the project’s objectives in any of the following ways?  Its occurrence could:

Impact the quality of the end product.

Cause the project costs to increase.

Delay completion of the project.

Cause the project to fail.

· Could the occurrence of the condition or event divert resources from other projects expected to use those resources?

· Could the condition or event negatively impact the organization, its members, or its relationships with other entities? 

If the answer to any of the preceding questions is ‘Yes,’ and the answer to the following question is also ‘Yes,’ then the proposed condition or event is a relevant risk.

· Is the condition or event something potential and uncertain, rather than something that has already occurred?  (Something requiring proactive risk planning and activity to avoid problems before they arise, rather than reactive, fire-fighting, issue management.)

Identify Risk

Although every project governance team can identify project risks, the Project Management Team has primary responsibility for coordinating the process.  Each project governance team – Steering, Project Management, Development, User Education, Testing, and Logistics – identifies project risks related to its own area of accountability.  They can be from brainstorming sessions or from past project experiences.  

Document Risk

The identified risk is placed in a proposed status and goes to the Project Management team for review.  The Project Management team reviews the newly proposed risk event to decide if it should move on for additional risk management action, or should be declined.  The approved risk events are added to the risk management plan.
Step 2 – Risk Evaluation

Risk Evaluation prioritizes risks by the likelihood they’ll occur combined with the severity of their consequences.  High priority risks are managed with greater attention than lower ones.

Estimate Likelihood of Risk Occurring

The appropriate Risk Management Team, a sub-team composed of members of the Project Management Team and the accountable project governance team where the risk falls, estimates the likelihood of a risk occurring.  Likelihood is evaluated as either: Very Low, Low, Moderate, High, or Very High.

The following table illustrates the assessment of risk likelihood:

	LIKELIHOOD
	

	Very Low
	Risk is very unlikely (0 – 10%) to occur.

	Low
	Risk is unlikely (11 – 40%) to occur.

	Moderate
	Risk may occur (41 – 60%) about half of the time.

	High
	Risk is likely (61 – 90%) to occur.

	Very High
	Risk is very likely (91 – 100%) to occur.


Assess Severity of Risk

The same Risk Management Team that estimates the likelihood of risk occurrence also assesses the severity of the consequences of the risk impacting project objectives (cost, schedule, or quality) should the risk event actually occur.  The assessment of risk severity is described in the table below.

	IMPACT
	

	Very Low
	Risk event whose consequences upon impact are expected to have negligible (little or no measurable) impact upon the project’s overall cost, schedule, or quality.

	Low
	Risk event whose consequences upon impact are expected to have minor impact upon the project’s cost or schedule.  The quality, performance, and functionality of the delivered software application would not be discernibly impaired as a consequence of a Low impact risk event occurring.

	Moderate
	Risk event whose consequences upon impact are expected to have moderate impact upon the project’s objectives.  All important requirements are still met in a moderately impacted project, although there may be cost and schedule overruns, moderate in scope, caused by the occurrence of the risk event.

	High
	Risk event whose consequences upon occurrence are expected to have significant impact upon the project’s objectives.  These are those risk events which, if they occurred, would cause major schedule and cost overruns.  Some of the secondary project requirements may not be achievable.

	Very High
	Risk event whose consequences upon occurrence are expected to have severe impact on project objectives.  These are risks so significant in impact that, if they occurred, would likely cause a project to fail.


Prioritize Risk

The projected Likelihood and Impact factors of a risk determine its priority of H-High, M-Medium, or L-Low according to a risk evaluation matrix:

	Risk Evaluation Matrix

	Impact of Risk

	Likelihood

Of

Risk

Occurring
	
	VL
	L
	M
	H
	VH

	
	VH
	M
	M
	H
	H
	H

	
	H
	M
	M
	H
	H
	H

	
	M
	L
	M
	M
	H
	H

	
	L
	L
	L
	M
	H
	H

	
	VL
	L
	L
	L
	M
	H


The range of possible values for risk Likelihood forms a vertical column, with VL-Very Low Likelihood at the bottom and VH-Very High at the top.   The range of possible values for risk severity of impact forms a horizontal row, with VL-Very Low Impact at the left and VH-Very High on the right.  The value located at the intersection of the Likelihood and Impact coordinates determines the Risk Rating.  For example, as depicted below, a risk event estimated at M-Moderate Likelihood and H-High Impact would generate an H-High Risk Rating.

	Risk Evaluation Matrix

	Impact of Risk

	Likelihood

Of

Risk

Occurring
	
	VL
	L
	M
	H
	VH

	
	VH
	M
	M
	H
	H
	H

	
	H
	M
	M
	H
	H
	H

	
	M
	L
	M
	M
	H
	H

	
	L
	L
	L
	M
	H
	H

	
	VL
	L
	L
	L
	M
	H


A High Risk requires the Risk Management Team to prepare a risk handling plan (see Step 3 – Risk Handling).  A Medium Risk allows the Project Management Team latitude to decide whether the risk should be managed by a risk handling plan or whether it should be monitored.  A Low Risk should be monitored, perhaps less frequently and with less strict attentiveness than a High or Medium Risk would require. 

The Risk Evaluation Matrix should serve as a guide to assist in the prioritization of risks.  The Project Management Team, however, has ultimate authority to determine risk ratings.  The Project Management Team can choose to override and modify the matrix-generated risk rating, but should document the reason for doing so. 

Step 3 – Risk Handling

The Risk Management Team members meet to discuss each of the risk items requiring a risk handling plan.  They develop options, plans, and actions that will minimize exposure to the risks and hence to the impact on the project objectives.

Develop Risk Handling Plan

The risk handling plan consists of the risk approach, e.g., mitigation or acceptance, in conjunction with the respective risk mitigation or contingency actions.  

The Risk Management Team – i.e., the Project Management Team and the particular project governance team accountable for the risk – selects the appropriate risk approach for managing the risk.  The risk approach will be one of the following strategies:

Risk Mitigation 

Risk Mitigation actions are those activities that can be conducted proactively to minimize the likelihood of a risk event from happening, or to reduce the impact of negative consequences if the risk does occur.  Mitigation activities need to be scheduled and assigned in the project work plan.

If the risk item is extracted from the risk repository, then risk mitigation actions may already be pre-defined within the repository and available for posting directly to the risk management worksheet.  These risk mitigation actions may or may not be applicable to the particular project.  If they are not applicable, or if there are none pre-populated within the repository, then the risk management team members will need to develop their own summary mitigation actions and enter them into the risk management plan.    

Risk Acceptance 

Risk acceptance acknowledges the risk, but takes no immediate proactive action.  In effect, this is the default approach for lower priority risks.  The words ‘monitor risk’ can be recorded in the Risk Handling Activity field of the Risk Management Plan to indicate that the risk is ‘accepted’ but does not require a contingency plan.

Passive Acceptance accepts the consequences of the risk.  The risk event is tracked or monitored, but is judged either insufficiently significant to warrant a mitigation strategy or a contingency plan, or the cost of mitigation outweighs the benefit, or else there is no clearly viable means known or available to reduce or eliminate the threat. 

Active Acceptance develops contingency plans.  Contingency plans are executed only if the risk event occurs.  While risk mitigation implements proactive actions before occurrence of the risk event, contingency plans are invoked only after occurrence.  Contingency activities include planned actions to recover from a risk event occurrence.

Assign Risk Owner
The Risk Management Team assigns a risk owner for each risk mitigation action.  The risk owner is to more fully develop and manage the risk mitigation action plan and to report on its status to the Project Management Team.  

Implement Risk Handling Plan

A risk owner also manages and implements the assigned mitigation plan.  A risk owner updates the Project Management Team on the status and progress of risk mitigation.
Step 4 – Risk Monitoring and Control

Risk monitoring and control is an ongoing process.  Risk handling actions are monitored to track their completion status and to evaluate their effectiveness.  

Monitor Risk
A risk needs to be continually reviewed for possible modification to its likelihood, impact, rating, or mitigation plan.  New risks may be identified (and then evaluated and managed) that were not previously taken into consideration.  Residual risk, i.e., the level of risk remaining after its mitigation, may remain at an unacceptable level.  In this case, further controls will need to be employed.

Control Risk
If a risk is Accepted or Mitigated but occurs nonetheless, then the risk may need to be controlled.  This is often done by invoking a contingency plan or by modifying the risk handling plan to more vigorously ‘treat’ the residual risk.  

Risk events sufficiently controlled, so as to no longer pose a threat to the project’s objectives, can be closed.  This is done by updating risk status to Closed.  
Process Flow Diagram
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Appendix A – Definitions

Risk

A risk is the probability of an undesirable event adversely impacting the schedule, budget, or scope of a project.  When unmanaged, the consequences of a risk’s occurrence threaten the project’s successful completion.  

Risk and Issues Log

The risk and issues log is the place to document approved risks during the risk identification phase.  The log is a good mechanism to develop the project’s risk management plan and can include risk events, risk categories, and associated risk handling actions.
Risk Management

Risk management is the systematic process of identifying, analyzing, and responding to project risk.  It includes maximizing the probability and consequences of positive events, and minimizing the probability and consequences of events adverse to project objectives.

Risk management is a proactive activity.  Potential risks are identified, evaluated, and mitigated prior to their occurring to minimize the likelihood and severity of adverse consequences.

Risk Management Plan

Reports are produced to track and control risks and risk handling plans.  These risk management reports represent what is commonly referred to as the risk management plan.  An example of a risk management report is located in Appendix C.
Appendix B – Roles and Responsibilities

The following table lists the Risk Management roles and responsibilities:       

	ROLE
	Responsibilities

	Project Management Team
	· Provides leadership at risk management meetings

· Accepts or rejects risks proposed by risk management team

· Determines which risks will be managed by risk handling plans and which will be monitored (and documents any risk rating overridden from the risk evaluation matrix)

· Incorporates risk mitigation activities into the project work plan

· Communicates risk management with stakeholders

	Risk Management Team

(The Risk Management Team is a sub-team under the guidance of the Project Management Team composed of subject matter experts within each of the project governance team areas of responsibility.)
	· Identifies risks

· Estimates risk likelihood

· Estimates risk impact

· Identifies risk approach (mitigation or acceptance)

· Identifies risk owners

· Participates in regular risk management reviews 

· Monitors and controls risks

· Identifies contingency plans, if required

	Project Steering Team
	· Determines continuance/cancellation of project if overall risk exceeds expected benefits

· Provides guidance on escalated matters pertaining to risk

	Risk Owner
	· Manages and implements mitigation plans

· Reports on the status of risk and its mitigation to the project management team


Appendix C – Risk Management Plan
Reports are intended to track and control risks and risk handling plans.  These risk management reports represent what is commonly referred to as the risk management plan.  The information for these reports can be gleaned from the risk and issues log.  An excerpt of a report is illustrated below.
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Event Identified On Status
Handling Activity Owner Progress Target Date Actual Date
Project Management
The total estimated project duration is longer than one 2/5/2004 Proposed
year.
Identify clear milestones to check that the project is on Jane Doe Not Started 12/31/2004
schedule.
Technical, Quality, or Performance
The technical requirements are new and complex. 2/5/2004 Approved
Define the overall system technical architecture and have it John Brown Started 12/31/2004
approved by knowledgeable people in our company.
John Johnson Started 1/31/2004

Utilize system and technical design documents to clearly
layout how the technology fits together.




Appendix D: Categories and Examples of Risk 

These risks may impact the project.  If so the risk could be added to the project’s risk and issues log.

Business

User introduces new requirements after agreed upon requirements specification is complete

User finds product to be unsatisfactory

User does not buy into the project and consequently does not provide needed support

User input is not successfully solicited

User has expectations for development speed that developers cannot meet

Political/Legal

Breach of contract of either party

Resources

Multiple stakeholders outside the normal department chain of command

Acquisition of required project staff takes longer than expected

Problem team members are not removed from the team

Project Management

Schedule is optimistic, “best case,” rather than realistic, “expected case”

Plan omits necessary tasks

Schedule was based on using specific team members, but those team members were not available

Cannot build a product of the size specified in the time allocated

Product is larger than estimated (in lines of codes, function points, or percentage of previous project’s size)

Effort is greater than estimated (per line of code, function point, module, etc)

Re-estimation due to schedule slips does not occur, is overly optimistic, or ignores project history

Excessive schedule pressure

Project plans are abandoned under pressure

Inaccurate status reporting

Contractor does not deliver components when promised

Contractor delivers low quality components, and time must be added to improve quality

Vaguely specified areas of the product are more time-consuming than expected

Too little formality (lack of adherence to software policies and standards)

Too much formality (bureaucratic adherence to software policies and standards)

Weak risk management fails to detect major project risks

Project management and tracking consumes more resources than expected

Technical, Quality or Performance

Development tools do not work as expected; developers need time to create workarounds or to switch to new tools

User-mandated support tools and environments are incompatible, have poor performance, or have inadequate functionality

Unacceptably low quality requires more testing, design, and implementation work to correct than expected

Development of flawed user interface results in redesign and implementation

Development of extra software functions that are not required extends the schedule

Meeting product’s size or speed constraints requires more time than expected, including time for redesign and re-implementation

Requirement to operate under multiple operating systems takes longer to satisfy than expected

New development personnel are added late in the project, and additional training and communications overhead reduces existing team members’ effectiveness

Design fails to address major issues

Design requires unnecessary and unproductive implementation overhead

Flawed design

Use of unfamiliar methodology

Necessary functionality cannot be implemented using the selected methods and tools

Schedule savings from productivity enhancing tools are overestimated

Components developed separately cannot be integrated easily

Data conversion activities are underestimated or are ignored

Refresh Schedule:
All guidelines and referenced documentation identified in this standard will be subject to review and possible revision annually or upon request by the DHS Information Technology Standards Team. 
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