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Data Encryption Standards

Introduction

Cryptography, often called encryption, is the practice of creating and using a cryptosystem or cipher to prevent all but the intended recipient(s) from reading or using the information or application encrypted. A cryptosystem is a technique used to encode a message. The recipient can view the encrypted message only by decoding it with the correct algorithm and keys. Cryptography is used primarily for communicating sensitive material across computer networks. 

The process of encryption takes a clear-text document and applies a key and a mathematical algorithm to it, converting it into crypto-text. In crypto-text, the document is unreadable unless the reader possesses the key that can undo the encryption.

The Need for Data Encryption at DPW

In the course of normal business operations, staff at the Department of Public Welfare (DPW) is responsible for handling a variety of confidential data. IRS-derived financial data, HIPAA-related medical data, and personnel data are just a few examples of data that DPW must keep confidential. In addition, DPW is responsible for maintaining the integrity of confidential data.

Internal DPW policies, state laws, the policies of other partner agencies (for example, the Internal Revenue Service (IRS)), or federal laws may govern staff or business-partner access to confidential data.

These requirements may necessitate: 

· Strong authentication of the entity requesting the protected data

· Limits on the data, and/or limits on the use of the data

· Encryption of the data for transmission 

· Encryption of the data for storage

· Limits on the media on which the data is distributed 

· Limits on the media on which the data resides

Please refer to H-Net Data Classification Standards for details on the various categories of data maintained by DPW and associated restrictions.

Purpose

The purpose of this document is to describe the cryptographic techniques standardized in the information technology (IT) field and deployed at DPW for secure communication within DPW and between DPW and its business partners. 

This document outlines the acceptable levels of encryption for DPW and how they are applied to data transmissions, transactions on the Intranet, Internet, and other outside interactions (such as FTP), and data storage, particularly on portable devices. 

Encryption Standards for DPW Data

DPW adheres to the following encryption standards for transmission and storage of confidential data. These are the minimum required standards. In cases where the federal, state, or other agency requirements are more or less stringent, the higher standard takes precedent.
Data Transmission

Secure Sockets Layer (SSL) or Virtual Private Network (VPN)

Use of either secure sockets layer (SSL) encryption (version 2 or greater) or a virtual private network (VPN) is the standard. 

In the case of the VPN, determine the endpoints of the tunnel carefully, based on the security of the systems at each end. A client-workstation-to-server connection is best. VPN is necessary for file transfer protocol (FTP) exchanges that cannot employ SSL. CheckPoint’s SecuRemote and VPN-1 using shared secrets are currently the DPW standards for a VPN.

Pretty Good Privacy (PGP) encryption system is no longer a standard at DPW and is no longer supported. Though some transfers still use PGP, do not use it for new applications.  

Encryption Type:  Symmetric and Asymmetric

Though both symmetric and asymmetric encryptions are standard, you may want to use symmetric encryption for higher performance, though asymmetric provides better security. For the initial key exchange (distribution of the shared secret), use asymmetric encryption (Public Key Infrastructure (PKI)).

Key Length:  Minimum 128-bit

Use minimum 128-bit keys for a symmetric cryptosystem.

Shared Secret Rotation:  New Keys Every Five Minutes Minimum

Do not use fixed shared secrets. Generate and redistribute the shared secret keys at least once every five minutes in Windows 2000. This default (5 minutes in Windows 2000, and two minutes in Windows NT) has performance and security issues and can be adjusted in the following server Registry:

HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\ServerCacheTime 

Do Not Use Wireless Devices

Currently, there is insufficient security for radio frequency wireless transmissions. Wired Equivalent Privacy (WEP), the encryption standard for wireless networks (Wireless LAN 802.11a & b), has been broken. Other issues such as parking lot sniffing remain a concern. Do not transmit sensitive data requiring access control and/or encryption (see H-Net Data Classification Standards) through wireless networks. Do not use wireless keyboards with such sensitive data.  

Data Storage

Storage Device Security Depends on Data Security Requirements

Data that requires encryption for transfer also requires encryption while residing on an unsecured system. This includes storage on removable media such as but not restricted to floppy disks, CD’s, optical platters, zip disks, flash drives, storage/backup tapes, memory cards, etc., laptops and other portable devices (such as personal digital assistants (PDAs), cell phones, etc.) and may include desktops or servers. 

A system is unsecured if the access control does not meet the minimum access control required by the data stored there. For example, data requiring a strong password could not be stored on a Windows 95 or Windows 98 operating system because strong password protection is not available on those operating systems. Another example is restricted data stored on a workstation shared by more than one user, or where there is the potential for other users to legitimately access the workstation. When those users log on to the system with a strong password, any user has access to the data stored there. Please refer to the H-Net Data Classification Standards.  

Protect the BIOS and local user accounts of portable devices with a strong password to make them secure.

Encryption:  Minimum 128-bit symmetric encryption

Use at least 128-bit encryption for symmetric encryption. You can use the Encrypting File System (EFS – based on the Expanded Data Encryption Standard (DESX) cryptosystem) native to Windows 2000 (or, for business partners outside of the Commonwealth, Windows XP Professional) where available, or use a third party encryption program. At minimum, protect all private keys stored on the system with a password. 

Before implementing any of the many third-party encryption programs available, DPW staff must review and approve its use for the given situation.

Lifetime:  Store Data on PCs and PDAs Only When Using Data

When using workstations and portable devices (including laptops), store the data for the minimal time that it is required for its use. In the case of regular system backups (whether performed locally or over the network), encrypt the data before the backup, or do not backup the data. 

Deletion:  Use File-Wiping to Delete Data After it has Expired

Delete data as soon as it has expired, using a file-wiping program. Simply deleting a file does not remove the image of the data from the hard drive and is insufficient for secure removal of data from a system. Use a program such as Eraser, or, where available, use the file-wiping application native to the operating system, which, at a minimum, meets the United States Department of Defense recommendation 5220-22.M (January, 1995). This involves at least three passes of overwriting the entire “deleted” file with random bits and their complements. 

PDAs:  Do Not Put Sensitive Data on PDAs

An adequate encryption system (as described above) is not available for PDAs (Palm Pilots, iPAQs, Blackberry, and so forth). These devices are very portable and subject to loss and theft. Without adequate encryption of data to protect the data in the event the device is lost, do not store sensitive data (see H-Net Data Classification Standards) on a PDA. The Commonwealth is developing standards for the use of PDAs.

Resources

For more information on encryption, see the following resources:

Data Encryption Standard (DES)

FIPS 46-3, Data Encryption Standard (DES).

3-DES

FIPS 46-3, Data Encryption Standard (DES).

RC6

http://www.rsasecurity.com/rsalabs/faq/3-6-4.html
Advanced Encryption Standard (AES)

FIPS 197, Advanced Encryption Standard (AES)
Secure Sockets Layer (SSL)

http://home.netscape.com/eng/ssl3/draft302.txt
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