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Data Classification Standards

Introduction

To determine the security control requirements of an application, the data used within the application must first be classified. To that end, the classification of data for every application within the Department of Public Welfare (DPW) must determine what it is using, and must design its authentication and authorization mechanisms around the protection of those classifications. Further, all DPW applications must classify their data into one of the categories discussed in this standard. If an application uses multiple classifications of data, it must default to the highest security standard for the types of data it uses.

Purpose

The purpose of this document is to outline the different types of data circulating throughout DPW applications, and to describe the proper level of protection for each. The classifications of data discussed in this document are as follows:

1.0 Internal Revenue Service Data

      1.1   PACSES Child Support IRS Data

2.0 Health Insurance Portability and Accountability Act Data

3.0 Non-IRS Data Exchange

4.0 Child Line Data

5.0 Personnel Data

6.0 Client Data

7.0 Vendor Data

8.0 Statistical Data

9.0 Infrastructure Data

10.0 Password Data

11.0 Financial Data

12.0 Security Log Data

13.0 Other Confidential Data

14.0 Public Data

How to Interpret the Data Classification Security Tables

The security protection standards for data within each data classification are detailed in a tabular format. The tables were first divided into three main user groups:  DPW Employees (which includes contractors operating within DPW), Business Partners (which includes both private businesses and other Commonwealth agencies), and the Public (citizens). Within these three groups, the tables are further sub-divided into the possible methods members of the group would use to access data.

User Group Tables

The DPW Employees User Group Table

Within the DPW Employees user group, the table contains the following sub-categories:

1. DPW Network – DPW employees or contractors accessing data via the internal DPW network behind the DPW firewall

Commonwealth of Pennsylvania (COPA) Network – DPW employees or contractors accessing data via the external COPA Network outside the DPW firewall

Dial-Up – DPW employees or contractors accessing network resources from outside the network via a standard dial-up connection

Leased Line – DPW employees or contractors accessing network resources from outside the network via a dedicated, private connection

Internet – The Internet is further divided as follows:

a. Email – DPW User to DPW User Internet communication

b. Messaging – Application to application Internet communication

c. Web-Based – DPW User to application Internet communication

The Business Partner User Group Table

The Business Partner user group contains the same five sub-categories. However, because DPW employee and non-DPW employee data access requires different levels of security, the data classifications must be outlined separately. The sub-categories are as follows:

2. DPW Network – Non-DPW Commonwealth agencies or Business Partners accessing data via the internal DPW Network behind the DPW firewall

COPA Network – Non-DPW Commonwealth agencies or Business Partners accessing data via the external COPA Network outside the DPW firewall

Dial-Up – Non-DPW Commonwealth agencies or Business Partners accessing network resources from outside the network via a standard dial-up connection

Leased Line – Non-DPW Commonwealth agencies or Business Partners accessing network resources from outside the network via a dedicated, private connection

Internet – The Internet is further divided as follows:

a. Email – Business Partner User to DPW user Internet communication

b. Messaging – Application to application Internet communication

c. Web-Based – Business Partner User to application Internet communication

The Public User Group Table

Citizens in the public do not have access to the DPW or COPA networks, either directly or indirectly through a dial-up connection or a leased line. The only way for the public to access DPW data is through the Internet. The sub-categories are as follows:

3. Internet – The Internet is further divided as follows:

a. Email – General public user to DPW user Internet communication

b. Messaging – Application to application Internet communication

c. Web-Based – General public user to application Internet communication

Authentication and Encryption

Each of the three user group tables outlines the authentication and encryption requirements for data within the specified classification accessed by the particular user group. 

Entries for authentication will have one of the four following values:

1. Basic – Users accessing the data over the specified medium must be authenticated with a standard user ID and password.

Strong – User authentication can take three forms:  something the user knows (such as a password), something the user has (such as a digital certificate), and something the user is (such as a thumbprint or retinal scan). A value of “Strong” means that DPW requires the use of any two of these three mechanisms to secure the data.

None – User authentication is not required for accessing the data over the specified medium, but may still be implemented at the software application level.

N/A – Authentication does not apply, as data availability is not permitted over the specified medium.

Entries for encryption will have one of the following three values:

1. Required – 128-bit encryption is required for access or transmission of the data over the specified medium

2. None – Encryption is not required for the data over the specified medium, but may still be implemented at the software application level

3. N/A – Encryption does not apply, as data availability is not permitted over the specified medium

1.0 Internal Revenue Service (IRS) Data

This section deals with the protection standards for data obtained from the IRS or that has come into contact with IRS data. For a definition of the type of information that may be construed as IRS data, IRS publication 1075 provides the following examples:  

“…a taxpayer's identity, the nature, source, or amount of the tax payer’s income, payments, receipts, deductions, exemptions, credits, assets, liabilities, net worth, tax liability, tax withheld, deficiencies, over assessments, or tax payments, whether the taxpayer's return was, is being, or will be examined or subject to other investigation or processing, or any other data, received by, recorded by, prepared by, furnished to, or collected by the Secretary with respect to a return or with respect to the determination of the existence, or possible existence, of liability (or the amount thereof) of any person under this title for any tax, penalty, interest, fine, forfeiture, or other imposition, or offense.” 

An example of IRS data would be an employee’s tax identification number. It is important to distinguish that this definition only applies to data that is obtained directly from the IRS.

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	Required
	Required
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


1.1 Pennsylvania's Child Support Enforcement System Child Support IRS Data

IRS data stored or transmitted via the Pennsylvania's Child Support Enforcement System (PACSES) application may be subject to different security guidelines than the broader classification of IRS data. The following tables outline the security standards for IRS data within PACSES.

	
	DPW

	
	PACSES Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	Required
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	PACSES Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


2.0 Health Insurance Portability and Accountability Act Data

Any application dealing with personally identifiable health information as laid out by Health Insurance Portability and Accountability Act (HIPAA) must adhere to the security standards outlined in this section. The Department of Health and Human Services Standards for Privacy of Individually Identifiable Health Information further defines this category as:  

“…information that is a subset of health information, including demographic information collected from an individual, and that: (1) is created by or received from a health care provider, health plan, employer, or health care clearinghouse, and (2) relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and (i) which identifies the individual, or (ii) with respect to which there is a reasonable basis to believe that the information can be used to identify the individual.”

An example of this type of data would be an individual’s medical history. 

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


3.0 Non-IRS Data Exchange

This section deals with the security of personal data not obtained from the IRS. One example of such data would be information available from the Income Eligibility Verification System (IEVS). This classification includes income and wage data for individuals identified in the system by Social Security Number. In addition to earnings data, this category could also include unemployment insurance claims and other labor related data.  
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	N/A
	N/A

	Encryption
	None
	None
	Required
	Required
	Required
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	N/A
	N/A

	Encryption
	None
	None
	Required
	Required
	Required
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


4.0 Child Line Data

This section deals with the security of child line data. More specifically, it concerns the storage and transmission of data related to child abuse reporting.
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	Required
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


5.0 Personnel Data

This section addresses the treatment of data related to both internal DPW employees and external contractors. In addition to each employee’s Social Security Number and Employee Identification Number, personnel data also includes information such as a home telephone number. 

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	None
	None
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


6.0 Client Data

In addition to staff and contractor information, DPW also maintains data on each of its clients. This includes basic demographic information, such as name, address, and telephone number, as well as other client data that is not already classified under IRS or HIPAA guidelines. This information is supplied to DPW by the clients, and could be captured when, for example, a Commonwealth citizen initiates an application within COMPASS.
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	Basic
	Basic

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	Basic
	Basic

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	Basic

	Encryption
	N/A
	N/A
	Required


7.0 Vendor Data

This section addresses the protection of vendor information not available to the public. Information on all of DPW’s hardware, software, and service vendors will fall into this category. Examples of this type of data include vendor payment information, PO numbers, or price quotes.
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Strong
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


8.0 Statistical Data

This category of data deals with general statistical and general demographic information. The data is aggregate, and is not identifiable to a particular individual. An example of this type of data would be the amount of funds allocated to various state counties.
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	Strong
	Strong

	Encryption
	None
	None
	Required
	Required
	Required
	Required
	Required


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


9.0 Infrastructure Data

DPW’s infrastructure is a key element in maintaining day-to-day business operations. As such, the maintenance and proper handling of this information is a critical business success factor. Included in this data classification are the details of network configurations and routing information. Also available here are written procedures for such activities as bringing a new server online or disconnecting servers from the network.

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	N/A
	N/A

	Encryption
	None
	None
	Required
	Required
	Required
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	N/A
	N/A

	Encryption
	None
	None
	Required
	Required
	Required
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


10.0 Password Data

The transmission of user passwords, whether for authentication purposes or otherwise, must be encrypted at all times. In addition to this general encryption standard, the classification tables below outline requirements for the storage and access of user passwords.  
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	N/A
	N/A
	Strong
	N/A
	N/A

	Encryption
	Required
	Required
	N/A
	N/A
	Required
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


11.0 Financial Data

This classification pertains to financial transaction data. More specifically, this section will provide guidance as to the storage and transmission of DPW payment and collection transactions.
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	Strong
	Strong

	Encryption
	None
	Required
	Required
	Required
	Required
	Required
	Required


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	Strong
	Basic
	Basic
	Strong
	Strong

	Encryption
	None
	Required
	Required
	Required
	Required
	Required
	Required


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


12.0 Security Log Data

Not only is it important to keep logs of all security-related activity, but also it is important to ensure that the logs themselves are properly protected. This classification includes the tracking of all security audit events, such as failed or successful logins, user data updates, or other manipulations of security related data.  
	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Strong
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	Required
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


13.0 Other Confidential Information

An application may access or manipulate data that does not fall into one of the previous twelve categories, but is nonetheless confidential. This category outlines the security standards for any such uncategorized confidential data.

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	Basic
	Basic
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	Required
	Required
	N/A
	N/A
	N/A
	N/A
	N/A


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	N/A
	N/A
	N/A

	Encryption
	N/A
	N/A
	N/A


14.0 Public Data

This category classifies the broad spectrum of information that does not fall into any of the previous thirteen categories. The tables below outline the treatment of non-confidential information that is available to the public.

	
	DPW

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	None
	None
	None
	None
	None
	None
	None

	Encryption
	None
	None
	None
	None
	None
	None
	None


	
	BUSINESS PARTNERS

	
	DPW Network
	COPA Network
	Dial-Up
	Leased Line
	Internet

	
	
	
	
	
	Email
	Messaging
	Web

	Authentication
	None
	None
	None
	None
	None
	None
	None

	Encryption
	None
	None
	None
	None
	None
	None
	None


	
	PUBLIC

	
	Internet

	
	Email
	Messaging
	Web

	Authentication
	None
	None
	None

	Encryption
	None
	None
	None
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