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SQL Server Code Review Checklist
[bookmark: _Toc21860763]Introduction
This document will show the user how to generate a SQL Stored Procedure Review Code Review Checklist and what standards must be adhered to.
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The purpose of this document is to assist the user in generating a SQL Stored Procedure Review Code Review Checklist.
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SQL Server Code Review Checklist
The following document will demonstrate the process involved in producing the Code Review Checklist used by DBA’s to verify that the SQL Server Coding Standards were followed during the development of your Database.

1. From the Start Menu, Click on Programs and Navigate to the Microsoft SQL Server Group and Click on Query Analyzer.

[image: ]

2. Login As the Database User that you are performing the code review checklist on.
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3. Change to the DPWCOMMON database.
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4. Navigate to the Stored Procedures section.
[image: ]

Right click on “dbo.usp_execute_dts_create_code_review_checklist” and select open.

[image: ]
	
5. Supply following values for the stored procedure:
[image: ]
a. @dbname = the name of the database from which you wish to obtain the list of stored procedures.
b. @email = the full email address of the user (name@state.pa.us), or a semicolon separated list of users, you wish to have the checklist emailed to.

6. Click Execute.

7. The results will be emailed to the individual(s) supplied in the @email variable. 
a. The email will be sent from the SQL account with an excel spreadsheet attached.
[image: ]

b. The spreadsheet will be named using the following convention:  @dbname_code_review_checklist_mm_dd_yyyy.xls
[image: ]

8. The spreadsheet will contain all the stored procedures in the database that was provided in the @dbname variable.  


	
	
	Desired Answer
	USP_GET_EXCEL_HOLD_BY_RQ
	USP_GET_RQ_BY_DTE_IMPLTN
	USP_GET_RQ_BY_RQSTR

	 
	Structure           
	 
	 
	 
	 

	1
	Proper Header Comment
	yes
	
	
	

	2
	Proper Maintenance Comment
	yes
	
	
	

	3
	Correct Page Length (4 Page Max)
	yes
	
	
	

	 
	Format              
	 
	 
	 
	 

	4
	Proper Indentation of Fields
	yes
	
	
	

	5
	Proper Line Width
	yes
	
	
	

	6
	Verbs are Different Case than Variables
	yes
	
	
	

	7
	T-SQL Verbs are Spelled Out (ex. INNER JOIN vs. Inner)
	yes
	
	
	

	8
	Proper Formatting of Fields
	yes
	
	
	

	9
	Dead or Unused Code is Removed
	yes
	
	
	

	 
	T-SQL               
	 
	 
	 
	 

	10
	Create/Alter line includes dbo.usp_name
	yes
	
	
	

	11
	Object Compiles
	yes
	
	
	

	12
	Object has One Purpose
	yes
	
	
	

	13
	Object can be Broken into Smaller Parts
	no 
	
	
	

	14
	Cursor Used
	no 
	
	
	

	15
	Proper Use of Dynamic SQL
	yes
	
	
	

	16
	Injected SQL Prohibited
	yes
	
	
	

	17
	Use of SELECT *
	no 
	
	
	

	18
	Use of =* or *=
	no 
	
	
	

	19
	Use of SELECT INTO
	no 
	
	
	

	20
	Fields Listed on INSERT
	yes
	
	
	

	21
	Left or Right Joins can be Rewritten as INNER JOIN
	no 
	
	
	

	22
	Order of Joins Returns Minimal Rows
	yes
	
	
	

	23
	Number of Nested IF's Does Not Exceed 4
	yes
	
	
	

	24
	Proper Handeling of Transactions
	yes
	
	
	

	25
	Proper Use of Error Handeling
	yes
	
	
	

	26
	Proper Use of Compound Statements
	yes
	
	
	

	27
	Proper Use of Column Prefixes
	yes
	
	
	

	28
	Proper Use of Database Sql Options
	yes
	
	
	

	29
	Use of Defaults and Rules
	no 
	
	
	

	30
	Proper Use of Null comparisons
	yes
	
	
	

	31
	Use of String Aliases
	no 
	
	
	

	32
	Tables Have Primary Keys
	yes
	
	
	

	33
	Use of Depreciated SqlServer Built-in Functions
	no 
	
	
	

	34
	Use of Order by Clause With Ordinals
	no 
	
	
	

	35
	Usage of Schema Qualified Names
	yes
	
	
	

	36
	Use of TOP without Order BY
	no 
	
	
	

	37
	Use of With when Using Hint
	yes
	
	
	

	 
	Performance         
	 
	 
	 
	 

	38
	I/O Statistics & Execution Plan Received and Analyzed
	yes
	
	
	

	39
	Necessary Indexes Added
	yes
	
	
	

	40
	Performance is Acceptable
	yes
	
	
	

	 
	STATUS              
	 
	 
	 
	 

	41
	Object is in Source Safe
	yes
	
	
	

	42
	Procedure Approved or Rejected
	A  
	
	
	

	
	
	
	
	
	

	
	Comments:
	
	
	
	



9. 

10. A separate sheet will be generated for each developer where the developers’ name is in either the Header or Maintenance record as the Author.  Any stored procedures that don’t have an Author defined (no header or maintenance section) will be on a sheet named “No Author”.
[image: ]

11. Each spreadsheet contains predefined validation rules.
a. The acceptable answers are:
i. The default value is blank
ii. Yes
iii. No
iv. N/A
b. Except for the Approved / Rejected line which accepts:
i. A (Approved)
ii. R (Rejected)

12. Remove items not to be reviewed.
a. To remove a stored procedure, right clicking on the column header and select Delete.
[image: ]

b. If an Authors page doesn’t need to be reviewed, remove it by right clicking on the sheet tab for that author and selecting Delete.
[image: ]

13. Supply any necessary comments in the comments section or by right clicking a cell and selecting Insert Comment.
[image: ]

Complete your code review by supplying an answer for each “question” in the spreadsheet.  Do not mark the “Approved / Rejected” answer.

14. There is predefined conditional formatting throughout each spreadsheet to make identifying areas that need to be addressed / corrected easier.  Answers that don’t match the “Desired Answer” will be [image: ].

[image: ]

15. Once your have completed the code review checklist, and corrected the area that where [image: ], save the spreadsheet, then forward a copy to the DBA’s for review.

16. When the DBA’s have completed their review they will return the spreadsheet to you with their answers to each “question” and the “Approved / Rejected” answer.  The spreadsheet will be locked and password protected at this point.

17. Correct any items that the DBA’s have indicated need to be modified and repeat the process, removing any stored procedures that have previously been approved.
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