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Server Access Control Documentation

Introduction

The access control process for the enterprise server environments must be defined and documented. A streamlined access control is important in a shared server environment as an action performed on one application may have an adverse impact on another application sharing the same server resources. 

The application code migration to Test for Production (TFP) and the Production environment are performed by Operations (BIMO).  Application migrations to the Production environment are controlled by Quality Assurance (QA) and must be completed using the Enterprise Library Standards within the DPW Business and Technical Standards Document.
The objective of this standard is to define the current process for accessing the shared test servers in order to perform application changes.   As a long-term approach, a combination of tools and additional resources allocated to BIMO will be explored.  

Purpose

The purpose of this document is to define the process for getting access privileges to perform application changes and to provide guidelines on the application migration windows for the shared test servers.

Access Control

The following paragraphs describe the process for obtaining privileges to perform application migration in the shared test servers.

The application team will need to identify an application administrator (app admin) a.k.a. the migration manager, who performs the application deployment in the test environments. The application manager may choose to identify a back-up app. admin as well if required.  Once the application administrator is identified, the procedure described in the next two sections is followed to obtain the necessary privileges on the shared test servers.
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Access Control on the Shared Servers (Integration, System Acceptance Test, Training):
1. Identify  “App Admin” 

2. Application Manager sends request to BIMO (user administrator) with a notification of the request to Security Policy Officer, and the BTE server team supervisor.

3. The BIMO user administrator will wait for a day for the Security policy officer or the BTE server team supervisor to respond with any issues they may have with the request. If no issues are communicated in a day from the time the request was received, the BIMO user administrator will add the designated “App Admin’s” CWOPA user account to the global group  “PW-DevAdmins”. PW-DevAdmins global group will be part of the local administrators group on the enterprise servers and hence anyone who is a member of this group will have sufficient privileges to perform application migrations.

4. A copy of this standard will be provided to the new application administrator for them to read and understand the Department’s policy.

Access Control on the Development Servers:

1. Identify  “App Admin”

2. Application Manager sends request to BIMO user administrator with a notification of the request to Security Policy Officer, and the BTE server team supervisor.

3. The BIMO user administrator will wait for a day for the Security policy officer or the BTE server team supervisor to respond with any issues. If no issues are communicated in a day from the time the request was received, BIMO user administrator will add the designated “App Admin’s” account into Local Administrator group on the development server for which the access is needed.

4. A copy of this standard will be provided to the new application administrator for them to read and understand the Department’s policy.

Access Control on the Production and TFP Servers: 

The production and TFP environments are controlled by BIMO. The application administrators will not have access to them. The application migrations to TFP environments are performed through a request process to BIMO.  (Selective read accesses to certain folders are provided to the application teams for them to read output files and error messages on the production servers).

To migrate an application to the Production environment follow established procedures in the Enterprise Library Standards within the DPW Business and Technical Standards Document. Upon QA approval the application migration request will be sent to BIMO for deployment to the production environment.

Shared Server Usage Guidelines

The following section outlines the guidelines to be followed for the application deployment (or migrations) in the shared test servers.

The flowing steps are to be taken in the management of scheduled server changes:

1. Only the designated application administrator will perform migration and Application deployment in the shared test environments and the development environments.

2. Any application deployment activity that will affect other applications using the shared server resource needs to be coordinated through BIMO and/or BTE. Examples of such activities are server reboots, restarting of the database or a common service.

3. Application Deployment/Migration Windows:

a. The Development and Integration test environments will have no specific windows for application deployment. 

b. Application deployment/migration window for the System Acceptance Test environment  is 4-6 PM.  Recognizing the need to perform an occasional migration outside the migration window, an occasional exception to this window is allowed. A notification to the members of the ‘PW-DevAdmins’ group must be sent if an application administrator needs to perform application deployment outside of the 4 – 6 P.M. application deployment window.

c. Application deployment/migration window for Training environment will follow the SAT environment standard of 4 -6 P.M.  A notification to the members of the ‘PW-DevAdmins’ group must be sent if an application administrator needs to perform application deployment outside of the 4 – 6 P.M. application deployment window.

4. Automated scripts should be used for application deployment. Using scripts will make the application migration process efficient and less prone to errors. 

5. Application administrators are allowed to restart selected services specific to their applications (such as the virtual web applications and/or COM+ applications) as long as they do not impact other applications. When required, restarting of services needs to be in the specific order i.e. first Web Application and then COM+ application, etc. If such maintenance activity will impact other applications, the activities have to be coordinated with BIMO/BTE and will be performed using normal change control procedures.

6. The application administrators are not allowed to make any Operating System (OS) related changes, install patches, software, etc.  OS related maintenance will be performed by BTE/BIMO personnel following normal change control processes.

7. The application administrators must not perform any user maintenance (add, modify & delete) on the servers where they have been provided access to perform application code deployment.
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