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webMethods Interfaces and Exchanges Integration Guidelines
Introduction

Pennsylvania’s Department of Public Welfare (DPW) has adopted an application integration strategy deploying a publish-and-subscribe (pub/sub) based Enterprise Application Integration (EAI) architecture. DPW has extended this architecture to include standard XML, flat file and standards-based message formats. This strategy is designed to enable a high level of plug-n-play integration to meet DPW’s dynamic integration needs. This strategy is well aligned with the overall DPW Enterprise Standard Technology Integration Strategy and leverages industry best practices for overcoming the barriers large entities face when trying to integrate business systems to meet business challenges.
Purpose

The Department of Public Welfare (DPW) uses webMethods Integration Broker to integrate DPW data interfaces and exchanges.  This Standard provides DPW with integration guidelines for interfacing and exchanging data between applications and computers.  This Standard standardizes the DPW integration processes in the following areas:  Determining the integration strategies, determining integration decision support criteria, webMethods software development, webMethods computer network architecture, and webMethods project deployment. 

Document Change Log 

	Change Date
	Version
	CR #
	Change Description
	Author and Organization

	10/15/03
	1.0
	
	Initial creation.
	Dennis Stamm

	11/05/03
	1.1
	
	Added new Vendor Survey Form
	Barbara Wadlinger


Executive Overview
Integration Strategy

The strategy leverages the webMethods Integration Server solution to connect new business applications, legacy applications, business partners and web services into tightly coupled business processes. The mandate clearly identified a need for an enterprise-wide integration strategy - that defines common business objects for commonly used technical events, business processes and message types. In the middleware setting, these reusable processes and messages are described using BODs (Business Object Definitions). This strategy is designed to make interoperability between multiple disparate systems scalable and affordable.

Central to the overall integration strategy is the use of XML standards to define the messages exchanged in the interfaces between the systems (eg SOAP) outside of the enterprise. There are several industry standards dealing with business object definitions. With the assistance of DPW’s Data Architecture team, a proprietary data standard (based on WC3 guidelines and best practices) was created for developing DPW’s message content and formats.  These data elements are the foundation for a canonical format.

DPW’s architecture is well suited to the needs of integrating business applications within the firewall (A2A - application to application) and is very compatible with the overall middleware architecture and goals for future B2B (business to business) initiatives. The use of an “out of the box solution” <like webMethods> and open standards will accelerate the design and deployment middleware components and integration technologies.  This means that DPW will see the ability to greatly re-use the interfaces initially developed, creating a “greater time to market” scenario; decreasing the time and money it takes to integrate applications and business partners to the ever-growing DPW interfaces, data exchange and trading partner network.

As part of the development of this strategy, DPW created a team comprised of consulting personnel, application experts and DPW IT staff to devise and refine the strategy and methodology for taking the Middleware and Integration Sever standard to deployment as a publish/subscribe, and process automation enabler.

Audience

The intended audience is interface leads, OIS Executives, integration managers & architects, systems analysts and developers engaged in EAI and B2B activities for the Department of Public Welfare. This document will help integration projects understand DPW’s integration strategy, guidelines, and deployment standards.  In addition, individuals can determine whether or not webMethods is the recommended solution for integration projects; and how to connect with the right resources (human and technical) and leverage the webMethods Integration platform.

The findings of this team are presented inside this paper and accompanying appendix or linked documents.  They describe the following: 



-  Decision Support Criteria (How and when to deploy webMethods)

-  Integration Standards Information (Best Practices for design and development of webMethods middleware interfaces, Environment Configuration Blueprints) 

-  Deployment Considerations (How to bring projects “on-board” to the evolving and existing webMethods framework, Integration Planning and Requirements Gathering)

Together, these documents are intended to provide a dynamic framework on which to build DPW’s capabilities to create enterprise-wide interfaces between applications and develop and maintain complex, deeply integrated business processes in an organized, coordinated and affordable manner.

Decision Support

With the introduction of an integration platform, one questions whether or not all interfaces will connect to that platform.  For DPW, it is not necessary for all interfaces to bind to webMethods.  In order to understand interface requirements, DPW must look at both EAI and B2B requirements.  EAI - If an interface requires simple read, write, lookup access between direct database calls, then, webMethods is not required.  However, for complicated multi-phase, secure, technical or business process automation, then webMethods is the preferred interface mechanism.  It is important to remember that re-usability is the key to success.  Pre-built “plug-ins” and processes will be created by the DPW Integration Team.  Other applications will be able to simply connect to these processes.  For B2B – The webMethods Trading Networks Platform is the recommended solution.  This platform creates profiles for data exchange. Once routing rules, security and process information is created, other business partners or external (outside firewall) business partners can be connected almost instantaneously.

Deployment Process

Ultimately, DPW will have many application groups and business partners requiring the use of secure interface transaction sets.  In order to properly integrate these systems and partners, it is mandatory for DPW to include standard PMO Integration Planning Processes for webMethods.  The standard Software Deployment Lifecycle will be augmented to include webMethods Deployment Standards based on the webMethods GEAR Methodology. This will include everything from requirements gathering mechanisms, planning templates and testing procedures.  Vital to this process will be the introduction of an “Integration Survey”.  This survey will be the key to prioritizing project deployments and jumpstarting the on-boarding process. 

Contact Information

Integration Project Contact Information is as follows:

	NAME
	ROLE/LOCATION
	eMail
	PHONE

	Mike Light, DPW
	Development Manager
	mlight@state.pa.us
	(717) 772-7941

	Pat Gildner, DPW
	webMethods Technical Architecture Manager
	pgildner@state.pa.us
	(717) 772-7196


Supporting Directories, Documentation & Information
	TITLE
	LOCATION
	PURPOSE
	AUTHOR

	Integration Server and Middleware – DPW Directory
	\\Hbgpwisfps01\TQM\H-Net TI Projects\Messaging and Integration Broker
	Shared Folder for all webMethods and middleware deliverables and documentation
	DPW


Why webMethods Integration Server?

An important challenge to IT organizations is developing and deploying effective integration architecture(s). This architecture must be flexible enough to meet changing business needs while detailed enough to allow the development of tightly integrated business processes. The architecture must not only meet the needs currently addressed with point-to-point application integration, but must also introduce the flexibility and agility needed to excel in a more demanding business climate.  Today’s business climate includes secure file transfers, the Internet, B2B, eCommerce, extended supply chains, reduced margins and reorganizations—all of which drive the need for flexibility and efficiency in integrating applications functions.  

IT Integration architecture strategies that meet the new criteria provide:

· Improved business level integration through reusable architecture and technology.

· Agility and flexibility using open standards and practices.

· Reduced time, cost to deploy, and TCO (Total Cost of Ownership) through modeling to leverage development efforts.
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Addressing the first criterion are IT architectures that allow organizations to concentrate on business level integration instead of lower-level technical details. Common features of these architectures include model-based development, loose coupling and standards-based messages. These architectures allow an organization to get beyond spending time and expertise on the how messages are passed and managed and concentrate on what they contain and why they are exchanged. 

Complicating reuse and business level focus is the need to include legacy and current line-of-business systems. Embedded in these systems is significant knowledge about an enterprise’s specific business process and the value they bring to the marketplace, the details of which are not easily discovered and copied. An architecture that cannot leverage the enterprise information and processes already developed will simply have to reinvent them or wait for a successful overhaul.  Re-usability is a key criterion for DPW.
Modern integration architectures, such as the publish/subscribe middleware selected by DPW, provide the tools necessary to bridge enterprise applications, legacy systems, and business models. Middleware and integration architectures provide a means to integrate legacy systems with the more current systems. webMethods Integration solutions are highly configurable, reusable, support standards based messaging architecture, and encourage loosely-coupled designs. 

Open Standards

Open standards play a key role in meeting the second criterion for integration architectures. Within DPW, projects have the option to use XML, and externally all B2B interfaces will always utilize XML and all aspects of data transformation requirements via the webMethods integration layer. Open standards help commoditize this layer, reducing the amount of effort necessary to implement and maintain the protocols used to interoperate. Standards establish large communities who share understanding of common business vocabulary, while reducing the burdens of application development and human training.

XML provides the ability to create messages that are very specific to the information to be described.  DPW will need to be able to accept all types of data from business partners and webMethods will be the tool to decipher that XML Traffic, acting as the primary XML gateway.

This ability to create specifications and a primary XML gateway has been beneficial to integration projects. The ability to send, receive and label data accurately helps assure that the data can be used correctly, not simply placed in some location in an unused exchange format. 

However, this flexibility is accompanied by its own problems.  The flexibility to create standards has created a situation in which there are thousands of standards, and dozens that may relate to any given business context. Indeed, Forrester Research reports in The XML eBusiness Contract
 that over 75 percent of the Global 2500 need industry specific standards.  But over 50 percent of the Global 2500 believe they will have to support more than two standards.  
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As more systems based on different standards are integrated into the overall business environment, each one requires developing unique interfaces.  And as processes, products or other relevant details change, the changes must be reflected in each interface.  The result is an integration network in which adding new standards and business processes squares the amount of work as those changes must be reflected in all of the interfaces. Without careful management, as the number of applications and process integrated rise, it becomes increasing difficult to retain the agility and adaptability inherent in businesses, resulting in an exponentially greater amount of resources expended for each integration.
  
The solution is an architecture designed to expect and manage multiple standards.  These architectures are precise in describing and managing data, which provides the ability to transform data to accommodate multiple standards.  Key to this architecture are models. As DPW’s integration architecture evolves, more focus should be given toward “model driven” canonical formats.  DPW must create a re-usable architecture, applying the Data Team’s DPW Enterprise Standard  Data Types Library as this format.  In the future, it is extremely important to focus on standards for each and every proprietary message inside and outside the data exchange.  

Model Driven:  Business Process and Data

Another key decision for acquiring webMethods was based on business and data modeling requirements. Modeling and model-driven technologies enable teams to leverage their previous development efforts. In IT systems, model-driven technologies help automate the process of interconnecting systems and managing shared processes. Modeling, already broadly used in applications, is poised to take on increasing importance in interface development as it provides the means to directly impact the behavior of systems based on business models.  webMethods WorkFlow, Business Integrator and Trading Networks Products, support technical and business process modeling – business analysts and technical specialists can shell out the programming logic at the Business Level and create a visual representation of the interface model, as well as the APIs behind the process, usually without a large amount of programming necessary.

Modeling technologies aggregate and reuse knowledge regarding the documents and processes that fuel business. This in turn enables tight integration with existing business systems without giving up flexibility and adaptability. 

Model-driven systems can restore variability and agility to standards-based systems.  They change their behavior based on abstract models that describe the information and processes.  For example, SQL databases configure the storage system using SQL models that describe the information to be stored in the relational tables.  Tools and user interfaces used to develop model-based systems can significantly lower development time relative to hard coded systems. 

Modeling systems can flatten the exponential curve not only by reducing the amount of time it takes to configure a system, but also by sharing models across the many systems that must be integrated.  As all of the various systems involved in performing a business function evolve to use shared models, the exponential curve flattens; that is, the effort to add the 101st partner is no more difficult than the first.  Utilizing webMethods, DPW can effectively leverage business process, trading network and message based canonical formats, to standardize how each application, will connect to each other - inside and outside the firewall.

“Out of the Box” Usability Considerations: webMethods ‘Flow’

Today, most Integration Broker (EAI & B2B) technologies contain advanced GUI and Business Process Automation tools for development activities.  One key selection criterion DPW had included technology that could be used immediately.  That is a technology that contained pre-built components to design, build and deploy interfaces rapidly.  webMethods, and its adapters, the graphical “drag and drop” development tools (aka Flow) and pre-built plug ins for XML Standards and Messaging Protocols ranked the highest out of any of the other technologies assessed during the vendor selection process.
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DPW acquired the following products from webMethods:

DPW acquired the following products from webMethods:

· webMethods Integration Server (Middleware engine)

· webMethods Trading Networks (B2B Partner Profile Manager)

· webMethods EDI Adapter (EDI Mailbox and Parser)

· webMethods MQ Series Adapter (Connection to IBM MQ-Series Suites)

· webMethods Business Integrator (Visual Workflow and Human Interaction)

· webMethods Developer (Main Development Workbench)

Re-usable Architecture

Many of today’s architectures cannot support the rate of change businesses require. In the face of increasing competition, difficulty in interfacing systems may provide sufficient cost or time disincentives to lose customer and partner opportunities. 

The purpose of integration architectures is to define axes of independence within the design. This allows multiple teams to approach developing solutions and reduces the required inter-team coordination. (Remember Brooks Law
 :  Due to inter-team coordination, doubling the number of people does not double the work completed). For middleware/integration broker architecture to achieve the goal of reducing the inter-team communications, it must be designed to both meet the business requirements and the capabilities of the core technologies. 

To fulfill this role, integration architects must provide guidance to the data, middleware, and application architects on how to design interfaces between applications that implement business activities. The core technologies involved in interfaces between systems include the technical infrastructure used to implement and connect systems (aka middleware) and the information architecture that describes the interchanged information.

The separation of data level services from business level processes is central to common three-tier architectural models. In the following three-layer model, the intent is to develop separate, parallel technical systems and processes for managing each layer of the overall architecture. The parallelism allows each layer to evolve independently and streamline processes to integrating with other systems.

· Transport - security, transport protocols (HTTP/HTTPS, SSL etc)

· Process - policy, event, and business automation

· Information Architecture – schemas, semantics, vocabulary 

In the last decade, advances in distributed computing, information architectures, and design methodologies have emphasized the importance of designing system components to be as independent as possible—that is, to create a loosely coupled, highly re-usable architecture. 



Adapters and built in functionality

In order to reduce the amount of time it takes to develop application interfaces, webMethods contains built-in API’s, data transformation elements, message protocols and application bridges.  These built-in protocols and “bridges” allow the webMethods middleware to “talk” to other applications almost immediately.  Using the webMethods development suite (Developer, Business Integrator or Trading Networks modules), one can configure webMethods to act as the bridge between packaged or custom applications.


Figure1 Integration Platform Matrix–webMethods Platform

The above diagram details how the Integration Server will be DPW’s gateway to vital foreign applications (both internal and external), manage business partner transactions and optimize business process flow.

DPW will use the inherent and acquired adapters to rapidly build interfaces that can exchange such information as XML (SOAP, eGovXML etc), Flat-file, EDI, and other proprietary or universal messaging standards.

Immediately, DPW will deploy these inherent webMethods adapters and functionality:

· Data Transformation & Mapping

· SOAP Message Transfer Protocols and web Services

· HTTPS Protocol

· Secure FTP

· COM/DCOM Transport Layer

· Trading Networks Partner Profile Management

Integration Team Mission

The mission of the Integration Team is as follows:

“To be able to rapidly build, deploy and maintain all internal and external interfaces and exchanges for the Department of Public Welfare….”

Decision Support Criteria: When to use webMethods at DPW

webMethods was acquired by DPW to solve data transformation problems, streamline communications between business partners over the internet and greatly reduce the time it takes to build, re-use and maintain integration/interface solutions behind the firewall.  However, many question – “Does all applications, projects or interfaces require the use of webMethods?”  The answer is NO.

The following section helps breakdown the decision support required to fully understand when webMethods is the right solution for an Interface or Application Integration Project at DPW.  If the answer is YES, my project, application or interface should use webMethods – then, a detailed process to deploy webMethods is included in section IV of this document.

Overall, controlling multi-phase processes, guaranteed delivery, security, the re-usablity of protocol adapters (FTP, SOAP, HTTPS etc), business process objects and data mappings, as well as the reduced time to build these solution interfaces, is a large reason to deploy or use webMethods.  If there is a chance to re-use an interface or one of the above processes or components via webMethods, than it is recommended that webMethods should be utilized.  

To better analyze the requirements to use webMethods, it’s easier to focus on two types of integration separately.  That is – EAI (enterprise application integration or application to application) or B2B (business to business).

EAI

webMethods Integration Server could be used for EAI (application to application) interfaces.  However, in most cases, database to database calls, COM/DCOM calls or other direct methods may be used for small, field level, read/write transactions.  This “direct process” is recommended for small uni-phase calls.  On the other hand, if a complicated, secure, multi-phase process between systems is required, webMethods is the preferred and recommended solution.

The table below details important EAI Criteria for the use of webMethods:

	Technical Process?
	Degree of Difficulty?
	Security Required?
	Data Transformation Required?
	Multi-phase process (Asynchronous)
	Should webMethods be used?

	Update Single Record
	Low
	No
	No
	No
	NO

	Update Multiple Records
	Low
	No
	No
	No 
	NO

	Update Record
	Low
	No
	Yes – Simple
	No
	NO

	Update Multiple Records – Multiple Systems(Behind/Beyond Firewall)
	Medium- High
	Yes 


	Yes – Complex
	Yes
	YES

	READ ONLY
	Low
	No
	No
	No
	NO


The table below details re-usable EAI Processes
	Re-usable Business Process
	Data Transformation
	Secure?
	Request/Response Architecture
	webMethods Partner Server?
	Protocol
	Data Standard

	CIS Recipient Eligibility Lookup
	YES
	YES
	YES
	NO
	HTTPS/

DCOM
	XML


B2B

In all cases, webMethods Integration Server will be used for all Business to Business (B2B) trading and business partner interfaces.  DPW’s Applications, interface with many procurement, Federal, Local Government, service provider, healthcare and contractor systems outside the firewall.  In this day and age, it is no question that secure, reliable, flexible and guaranteed delivery of all transactional and master data elements is a must.  webMethods Integration Server and Trading Networks Module will handle all B2B traffic.   Trading Networks primary function is manage all partner profiles.  This makes it easier to monitor all production level B2B interfaces as well as copy these profiles to include other business partners with similar internet file transfer mechanisms, data standards and business processes into the overall data exchange and interface architecture.  

As it is with any EAI or B2B consideration, should an application, interface or project determine that webMethods is the appropriate solution; deployment considerations (found in section IV of this document), a complete integration survey and requirements gathering analysis will be completed.  This will assist in “on-boarding” each partner system.  In addition, it is possible that a B2B project may qualify to receive a webMethods Partner Server.  This partner server is a remote webMethods server that comes pre-configured to connect with a DPW compliant business partner application.

Over time, other universal messaging protocols and architectures beyond AS2, (EDI over the internet) HTTPS and SOAP will be adopted by DPW.  The goal is to ensure that any project, application or interface can easily connect into these processes, automatically – thereby, re-using the already existing framework and messaging backbone built by the DPW integration team via webMethods.

The table below details important B2B Criteria for the use of webMethods:

	Technical Process?
	Degree of Difficulty?
	Security Required?
	Data Transformation Required?
	Multi-phase process (asynchronous)
	Candidate for webMethods Partner Server?
	Should webMethods be used?

	HTTPS
	High
	Yes
	No
	Yes
	No
	YES

	SOAP
	High
	Yes
	Yes
	Yes
	No
	YES

	EDI over the internet (AS2)
	High
	Yes
	Yes
	Yes
	Yes
	YES

	Secure FTP
	Medium
	Yes
	Yes
	Yes
	No
	YES

	Guaranteed Delivery
	High
	Yes
	Yes
	Yes
	Yes
	YES

	DCOM
	High
	Yes
	Yes
	Yes
	Yes
	SUPPORTED


The table below details re-usable B2B Business Processes:

	Re-usable Business Process
	Data Transformation
	Secure?
	Request/Response Architecture
	webMethods Partner Server?
	Protocol
	Data Standard

	Recipient Eligibility (PROMISe)
	YES
	YES
	YES
	NO
	HTTPS/

SOAP
	SOAP/

XML

	LIHEAP
	YES
	YES
	YES
	NO
	HTTPS
	XML


*NOTE ALL PROCESSES AND FUNCTIONALITY WILL CONTINUE TO GROW AND CHANGE OVER TIME. THESE LISTED HERE ONLY REPRESENT A SUBSET OF BUSINESS AND TECHNICAL PROCESSES CURRENTLY AVAILABLE THRU OIS DPW INTEGRATION PROJECTS
webMethods Development & Architecture Guidelines

DPW will adhere to software development methodologies (SDM) as found in the webMethods Best Practices Documentation (GEAR Methodology) as well as OIS PMO level SDM considerations and standards.  The following section details the webMethods Development, Naming, and Architecture Configuration Models for the webMethods Infrastructure already in place.  As with all architectures, this is information will change over time, as newer versions, updates and changes to both webMethods and DPW Business Processes are deployed.  Information on design, build, and run activities can found in the last section of this document.

There are re-usable configurations, application components, XML record types and integration protocols for DPW interfaces.  These include HTTPS, FTP, SOAP, and OpenTi protocols. This section details the standard development guidelines to deploy these interfaces, (internally and externally), throughout DPW’s enterprise applications.

DPW Standard Installation of webMethods: CWOPA Image

Any project or individual requiring access to webMethods Integration Server Software is required to contact the Integration Team lead or administrator.  Currently, Ken Meier (kmeier@state.pa.us) is that person.  The team lead will help the project (or individual) with the installation of all standard DPW webMethods modules and application server(s).

The webMethods Installer Product must be used to install all webMethods components on DPW Desktops.  The webMethods Installer can be downloaded from the DPW webMethods Software Catalogue available on line.  For more information, and to get started, please contact the Integration Manager and Team.

All programmers/developers will load a local copy of the webMethods Integration Server and Developer GUI on their desktops.  Access to the main development and production environments will be given as needed.  For more information see figure number three in this document.  That figure contains the Environment Configuration Map and Development Migration Path.

DPW Programming & Configuration: webMethods Flow Service(s) Directory Structure

DPW will adhere to the DPW webMethods Development Guidelines and GEAR Methodology for all development and deployment activities.  The Development Guidelines defines how webMethods directory structures, package names, flow services and custom APIs should be deployed within an Enterprise Wide Integration Platform.  Detailed examples of DPW development structures follow this section of the Integration Guidelines Document.

Naming Conventions: webMethods Directory Structures and Flow Services for SOAP

The following elements inside of webMethods Integration Server will have standards naming conventions associated with all design, configuration, development, document/record type definitions and deployments:

· webMethods Package Names

· webMethods Folder Names

· webMethods Flow Service (service account) Names

· Custom Development Names (COM/OpenTi, Java etc)

· Record Definition Names

Package names represent:  The associated code and configurations for a business level interface.

Folder Names represent:  Specific Business Process level interface configurations

webMethods Flow Service Names:  Linked to a particular business process or standard DPW Enterprise Standard document name.

Custom Development Names are:  Based on custom configuration, coding or processing and follow HNet Data Type Library definitions.

Record Definition Names correspond with:  The standard DPW Enterprise Standard Data Type for the business document name or business process.

DPW Standard Package and Directory Structure: High Level

All webMethods components and respective development will adhere to the common webMethods development framework.  That framework dictates that all webMethods APIs, packages and custom code follow a hierarchical directory structure.

The following is sample set of a standard webMethods directory structure.  The


[]  PackageName (Corresponds to DPW Enterprise Standard Standard Business Process Name)



{-} FolderName(Top Level Interface)




{-} SendTransactionInterface (Folder w/ All Subsequent Business Transactions)





( sendService (Svc Acct Name - corresponds with business processes)





{-} ReceiveTransactionInterface (Folder w/ All Subsequent Bus. Transactions)





( receiveService (Svc Acct Name - corresponds w business processes)




{-} ErrorHandling




( returnErrorService(s)




{-} Records






# Schema Definitions





# Record Structures





# iData Elements





# DTDs





# Custom Records





#record_BusProcess (Explicit business process and svc account name)




{-}Utilities




#Custom Processors


PROMISe SOAP Standards for webMethods: Recipient Eligibility Process

All MMIS to CIS transaction sets will adhere to the following standards for webMethods development and DPW Enterprise Standard Data Types:  

· Eligibility is “Eligty”

· Recipient is “Recpt”

webMethods Package Name: RecptEligty (name of interface between DPW and EDS application)


Folder Name: nsService (this value is required to be specified in the xmlns attribute 

of the immediate child node of SOAP body element; see sample below)

webM Flow Service: name of service initiated by SOAP handler (name of 

the immediate child node of the SOAP body)

RcptEligty  (Package)


nsRcptEligty (Folder)



InvokeCom_RcptEligtyReq  (2.0.2 Flow service to access mainframe service)



MakeSoap_EdsRcptEligtyReq  (1.0 Entry point for local testing)



MapDpwRcptEligtyToEds  (2.0.3 Maps reply from DPW to EDS schema)



MapEdsRcptEligtyReqToDpw    (2.0.1 Maps from EDS to DPW schemas)



ProcessRcptEligtyReq (2.0 Process the SOAP body and generate response)



RcptEligtyReq  (1.0 Initial flow service – entry point for external users)

nsRcptBase 


nsClaimsRcpt


nsEVS001

Sample EDS Partner SOAP XML Message 

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 

               xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance/" 

               xmlns:noNamespaceSchemaLocation="RcptEligtyReq.xsd/"

               xmlns:xsd="http://www.w3.org/2001/XMLSchema/">

 <soap:Body>

   <RcptEligtyReq xmlns="nsRcptEligty" id_medicaid="000009999">

    <date_range dte_begin="1988-07-21" 

                dte_end="2002-01-01"

    />

   </RcptEligtyReq>

 </soap:Body>

</soap:Envelope>

*NOTE:  The above is a sample DPW SOAP Message for Recipient Eligibility triggers within CIS to MMIS transaction sets – where MMIS Triggers the request for eligibility information.  In the future, Header and Trailer information could be added for audit and error handling. All OIS Internal XML Messages must adhere to DPW Enterprise Standard Data Standards – external, third party service providers or business partners are not required to send DPW Enterprise Standard compliant XML.

DPW FTP Standard Information: webMethods FTP web Utility Application for B2B

Overview:

The DPW web interface is a web utility that provides a method to store, retrieve and modify partner and file information.   This information is necessary to facilitate file transfers from DPW to business partners.  

webMethods Internal URL:
http://localhost:5555/DPWFTConfig/main/getConfig.dsp

Web Utility:

The following diagram is the web utility process flow for the FTP web utility.
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Figure2 FTP Utility Processes- webMethods IS

Data Store:

The data store is two webMethods IData objects in memory and two xml flat files.  One for partner information and another for file configuration information.  The IData objects make the information available to the application for quick access.  The flat files are for backup when the server is restarted to load the information back into memory.  The path and file names for the two files are:

1) File configuration file is packages/DPWFTConfig/config/Files.txt

              2) Partner configuration file is packages/DPWFTConfig/config/Partners.txt

Record Formats:

          1)  Partner record format -   contains the following fields:

name  (required) 

contact 

contact phone

comments 

VendorID  (required, unique)

Interface   (required)

Email  (required)

Local  (required) Y or N, Y DPW internal {indicating outbound}, 

             N DPW external {indicating inbound}

LocalDirectory  (required) directory on B2B server 

ServerCnt  - field used by services but not displayed by DSP’s
            Servers field has the following subfields with 3 occurrences: 



ServerNBR – occurrence number of server entries.

URL  (required 1st occurrence)

IPAddress  (required 1st occurrence)

Username  (required 1st occurrence)

Password   (required 1st occurrence)

Port   (required 1st occurrence)

Protocol   (required 1st occurrence)

Directory  - All server related fields are required except Directory.  Directory is 

     required if  selected Protocol value is FTP.  This is the receiving 

     directory on the partner’s FTP server.

          2)  File record format -  contains the following fields:  

description 

pattern  (required, unique within Interface)

Interface  (required)

InOut   -  display only field for DPW

DestinationDirectory – if field is populated, is appended to the partner/localDirectory field

VendorID  (not used)

Package:   DPWFTConfig

FTP Flow Services:   

· DPWFTConfig.Flows:loadMemory – This service retrieves flat XML configuration files and loads them in memory as an 2 IData objects.  The service is a start up service for the DPWFTConfig package which will reload the configuration IData objects in case the server is restarted.

· DPWFTConfig.Flows:modifyConfig – service to modify existing IDATA objects with data received from the user via the DSP (Dynamic Server Pages).  The DSP’s location is packages/DPWFTConfig/pub/main.

· DPWFTConfig.Flows:addConfig   This service adds one file and/or partner configuration record to memory and adds the data to XML flat files.  The configuration file locations are:

File configuration file is packages/DPWFTConfig/config/Files.txt

Partner configuration file is packages/DPWFTConfig/config/Partners.txt

· DPWFTConfig.Flows:deleteConfig This service deletes one file or partner configuration record from memory and removes the record that is stored on the file system.  

· DPWFTConfig.Flows:getConfig - This service will retrieve all file and/or partner configuration records from memory.

· DPWFTConfig.Flows:getOneConfig - This service will retrieve one specific file or partner configuration record from memory.

· DPWFTConfig:Flows:interfaceList - This service creates a list of interfaces from the partner records obtained from memory.  From this list another list is created that is sorted and contains no duplicate entries.

· DPWFTConfig.Miscellaneous:storeConfig - This service is similar to the addConfig service but allows storing of more than one record at a time.  This service was used for testing and is not used by the DPS pages.  The service stores one or more file and/or partner configuration records to the file system.    
· DPWFTConfig. Miscellaneous:loadMemoryInFile – This service is similar to the addConfig service but allows storing of more than one record at a time.  This service was used for testing and is not used by the DPS pages.  The service stores one or more file and/or partner configuration records to the file system

Dynamic Server Pages (DSP):   

Flow services invoked by DPS
  Other DSP called
DPWFTConfig/pub/main/getconfig.dsp –
DPWFTConfig.Flows:interfaceList
        DPWFTConfig/main/modifyconfig.dsp











        DPWFTConfig/main/listconfig.dsp

DPWFTConfig/pub/main/listconfig.dsp – 

DPWFTConfig.Flows:getConfig             DPWFTConfig/main/modifyconfig.dsp

DPWFTConfig/pub/main/modifyconfig.dsp -     
DPWFTConfig.Flows:getOneConfig      DPWFTConfig/main/modifystatus.dsp

DPWFTConfig/pub/main/modifystatus - 

DPWFTConfig.Flows:addConfig            DPWFTConfig/main/getconfig.dsp








DPWFTConfig.Flows:modifyConfig








DPWFTConfig.Flows:deleteConfig

OpenTi Information: webMethods Standards for COMPASS

The COMPASS application will be accessing the CIS Data Store for recipient level information.  The COMPASS Interface Team will utilize existing webMethods interface links to CIS, in order to access this information.  By using this pre-built webMethods interface, only a small amount of code and configuration will be required in order to acquire desired CIS data.

COM services (written in Visual Basic) will be developed within webMethods. This is necessary in order to communicate with COMPASS and OpenTi COM components initially. Over time, other COMPASS or DPW Application Components will need to connect to these interfaces (representing business or technical processes) as well.  The integration guidelines recommend that all future OpenTi components follow the same development structures and naming standards for COMPASS applications.

Developers can view the webMethods components in the COMPASSApplication Package on the Integration Server.  Corresponding business and technical processes will be named and versioned with standard webMethods library archiving mechanisms.

COMPASS applications connecting to CIS via webMethods will contain the following hierarchical directory structure: 

{-}Package Name – COMPASSApplication 

      {-} Folder  Name – COMPASS Application
               (COM VB ServiceName – Wm< DPW Enterprise Standard - Business Process Name>

{-} ( COMPASS specific business process names 

· ActiveMedicaidCheck< Target Sys>

· ProviderCheck< Target Sys>

· SubmitApp< Target Sys>

· GetAppInfo< Target Sys>

· GetIndivInfo< Target Sys>

· GetAllAppInfo< Target Sys>

The above name spaces and service account names will comply with the DPW Enterprise Standard and webMethods naming standards.

OpenTi components will be referenced in the COM VB services. The CIS interface team will provide the integration team with process flows and requirements, based on the DPW OpenTi naming standards, as each new interface is designed, built and deployed.  

webMethods Architecture: Infrastructure & Environment Configuration

All webMethods Projects will follow a standard development lifecycle and migration path for production. This section details the development infrastructure and webMethods development process flow, recommended development, test, and production instances – as well as the recommended path to production for all webMethods projects.

Environment Configuration Map

Three separate webMethods Server environments will be constructed to support webMethods development efforts – Development, Test and Production. Each will have separate instances of the webMethods Integration Server Software.  Individuals must follow standard DPW CWOPA registration procedures for access to these environments.  Access will be based on project role.
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Figure3 Environment Configuration – Migration Path for webMethods IS

The three webMethods development environments that will be created to support application development are as follows:

Development & Integration Test Instances– These environments will support the Development and Integration Test instances used during the application development lifecycle.  While this environment has production level availability requirements, there are no performance requirements in the supported application development environments.  webMethods Packages will be published to these environments from the developers desktops and will be able to access other components outside of the webMethods environment via proxy server.

System Acceptance and Test for Production Instances– This separate environment will support the System Acceptance Test (SAT), the Test for Production (TFP), and the Training environments.  In the SAT and the TFP environments performance is measured necessitating a separation from the supported development environments.  Both the Test and Performance Test environments will share a Delegated Management Services (DMS) server as this component, while necessary; will be limited in use in these environments.

Production Instance – This environment will only support the production environments.  Availability, scalability, and performance requirements of this environment necessitate that it is separated.  Additionally, separating the production environment reduces the risk of a non-production problem affecting a production resource. A webMethods clustered environment is recommended. For more information, please refer to the webMethods Clustering Guide found in the docs folder of the installation directory of webMethods IS 4.6.

In addition to the application development support environments above, the security development areas will be included in the Integration Test area. This environment will be created to allow initial testing and development of security infrastructure components (SSL, Certificates, HTTPS etc).  

Firewall Ports 

Where traffic must cross through Firewalls configuration changes may be necessary to allow the traffic through.  The following table outlines the traffic between the components of the webMethods Solution:

	Components
	Port
	Protocol

	Open Development/HTTP
	5555

4444


	TCP

TCP

	SSL/HTTPS
	443
	TCP

	SOAP
	443
	TCP

	OTHER
	TBD
	TBD


In addition to the ports required for communications between webMethods components, ports will be required for external authentication and authorization mechanisms for B2B transactions between business and trading partners.

Network Services

The webMethods infrastructure will leverage the network services provided by the DPW infrastructure.  A standard server topology supporting a clustered environment is the recommend setup for all development and production events.

Inter-Server Communications

Communications between the components of the webMethods solution must meet the DPW Enterprise Data Classification Standard for handling of data.  The communication channels must be encrypted according to the Unified Security Guidelines for the type of data being communicated. Open development communication will exist between all end-user developers for initial testing and communication setup for secure file transfer and simulation of technical processes. webMethods IS, for development, should be installed on all developers desktops, and it will be possible to create/configure and manage processes between each end-users workstations as well as between development and production environments.  “Publish/Subscribe” (aka Pub/Sub) architecture will be used for all migration paths from development to production.

System Backups

The components of the webMethods architecture require backups on a regular schedule to allow for recovery.  Each of the servers in the solution will have Backup Agent installed, and will be placed on a regular backup schedule.  The schedule should follow DPW Enterprise Standard Technology & Infrastructure standards.  Minimally this schedule should include daily incremental and weekly full backups.  

webMethods Network Topology

The webMethods topology is based on a three tier development and production infrastructure.  The production environment will include a clustered instance of webMethods Integration Servers.  In the future, clustering will need to support the webMethods Trading Networks platform.

The diagram below depicts the server topology for webMethods at DPW.
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webMethods Deployment Standards
Individually, all DPW Integration Projects will drive the deployment procedures for webMethods adoption.  All integration project leads are invited to the bi-weekly webMethods standing team meetings; and will participate in all Joint Application Development Sessions for application integration efforts.   In order to start utilizing the webMethods Solution, these projects must follow the standard PMO Software Development Methodologies (SDM) as well as DPW Best Practices for webMethods development, as outlined in this document, and the webMethods GEAR Methodology.  It is important to consider all these questions here, internally to DPW as well as to all business partners.

Requirements Gathering and Project Initiation 

When a project (or application group) determines that webMethods will be used, an integration survey must be completed.  This survey gathers initial business process, technical, and interface specific information.  This data will be used to determine the following:

-   When the project should start the design and development efforts



-   What resources are required to deploy webMethods



-   An estimated timeframe for project planning



-   Any special requirements needed (security, custom coding etc)



-   Designation of ‘project champions’ and ‘technical leads’

The completion of this survey will start the design process.  This process follows both GEAR and DPW SDM tasks to create business and technical process flows.  These flows depict the technical or business process that is being re-engineered or automated via the webMethods Integration Platform. Detailed Interface Designs, Process Flows, Test Cases and Error Handling Expectations are extremely vital to the requirements gathering, design and build processes.
In most cases, re-usable business objects and data formats will be utilized, greatly reducing the time and effort it takes to build solutions and interfaces.   The webMethods Trading Networks Platform and Business Integrator tools will model, manage, and maintain these interfaces throughout DPW’s extended enterprise, especially for business partners.  The GEAR Methodology includes Tools and Templates to help design, build and maintain these EAI and B2B interfaces.  Information gathered from the Integration Survey will be populated into a standard work-plan and the GEAR Tools and Templates.

A copy of all DPW Software Deployment Methodologies can be found on the internal http://state.dpw.us or http://ois website.  
Integration Survey

As stated earlier, an integration survey will be submitted to project leads and required to start any integration and interface project.  The following section details GEAR Components that drive the creation of the DPW Integration Survey and any Requirements Gathering “Checklists”.  These questions apply to both the installation and deployment of webMethods internally at DPW as well as to business partners.

Functional Requirements

1. What applications need to be integrated?

2. What are the business process flows that need to be automated across these applications?  Have these been defined?  Are they documented?

3. What triggers the start of the integration processes – a user action, e.g., entering an eligibility request, a batch process, e.g., extract of a data file?

4. Have the data mappings between the applications been defined?  Are they documented?

5. If the strategy is to use a universal (canonical) data model to integrate the applications, has the universal model been defined?  Have the mappings between the applications and the canonicals been defined?

6. For synchronization of information (such as customer) across applications, are the objects currently cross-referenced?  For example, is there a key identifying John Smith in one application as the same John Smith in another application, or will this key need to be created?

7. Is the synchronization in one direction or bi-directional (update anywhere)?  Does it involve inserts as well as updates?

8. Do lookup codes (for things like order status, billing cycle, etc.) need to be cross-referenced?

9. What business rules or integration logic have to be performed as part of the integration process?

10. Are there any special error handling requirements?  Will it be necessary for a business or application end-user to deal with exceptions?

11. What’s the quality of the data to be integrated?  Will it be necessary to scrub or modify existing application data for the integration solution to work?

Technical Requirements: Compatibility

1. What are the versions of the applications involved?

2. What operating systems and databases do the applications run on?  Versions?

3. Are all the applications supported by out-the-box webMethods adapters?  (Note: It is important to verify the exact operating system and application version to ensure that the adapter will work properly and will be supported).

4. If not, are there alternate mechanisms of integrating with the application – for example, via direct database calls, files or other mechanisms?

5. If it’s necessary to build a custom adapter, does the application expose an API?  Is the API accessible from Java? COM/VB? OpenTi?

6. If the application doesn’t provide an API, is it possible to modify the application to integrate with webMethods server?  Is the source code available and can it be modified?

7. Are there any requirements to use the webMethods language interfaces (Java, C, COM, etc.) for integration?

8. What hardware/operating system/versions are the webMethods Trading Partner products expected to run on?

Development

1. Where will the webMethods software and adapters be installed?  What about staging (test) and the production environment?

2. Are there test instances of the applications/databases, along with representative test data?

3. Are there userids/passwords that can be used by the adapters to access the test applications and databases?

4. Are the same operating system and application versions going to be used in development and production (if not, there should be a plan for testing across the environments).

Performance and Reliability

1. What are the performance requirements?

2. Volume of messages or transactions that need to be processed per hour?

3. Required processing time for each transaction?

4. Will the webMethods Integration server, Trading Networks, adapters, and the application and database servers be closely located, e.g., in a data center?

5. If not, what are the speeds of the network links between the servers where the components will be installed – is the network a potential bottleneck?

6. What are the reliability requirements?

7. Is it critical to guarantee all data passing through the system?  (webMethods Enterprise supports two levels of data guarantee: at the message level and at the transaction level).

8. Is there a requirement for high availability, or can the system tolerate temporary downtime (e.g., for software upgrades).

Security

1. What are the security requirements?

2. Is it necessary to prevent access to the webMethods production environment?

3. Is encryption of between applications information required?

4. What are the security requirements for the development environment?

5. Will SSL be required?

6. What about the use of Digital Certificates?

Operations

1. What is the existing operations and support infrastructure?

2. What are the operations requirements for system management and monitoring of the production system?

3. What type of support will be provided by each line of support?

Organizational

1. Have the staff that will be involved in the project been identified?  Is there representation from the following groups:

2. Business community – users who understand and will define the integration requirements?

3. Application and system specialists – subject matter experts who are familiar with the applications to be integrated?

4. Technical team who will lead the design and development of the webMethods integration solution?  This team should have experience and training in building solutions with webMethods tools.

5. System, network, and database administrators who will be required to support configuration and deployment of the environments.

6. Have the roles and responsibilities – who does what – of the participants been defined?  Have training requirements been identified?

7. Will the integrations involve a change to existing business processes?  Have the end-user training requirements been identified?

GEAR Methodology

Below is the high level view of the GEAR Methodology approach to deploying webMethods for EAI and B2B integration efforts.  GEAR stands for: Goals, Exploring, Assemble and Rollout.
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Each phase consists of a number of activities, which will depend on inputs such as requirements, and which will produce results such as design documents and a configured development environment.  The diagram above illustrates the key tasks in the lifecycle.

The detailed webMethods GEAR Methodology, Tools, Templates and Resources can be found on the DPW Shared Drive in this location:

\\Hbgpwisfps01\TQM\H-Net TI Projects\Messaging and Integration Broker

Roles and Expectations

Ultimately, it will be up to each project team to adhere to these standards.  A virtual team made up of Data Standards, Open Applications and webMethods Subject Matter Experts will be required and utilized for all projects within DPW.  Below is an example of project roles for EAI and B2B team members:

	Role
	Primary Responsibility

	Executive Sponsor 
	Management level sponsor or program manager. Provides a clear pipeline to the Senior Management Team at the executive level.  Charged with ensuring success of the overall initiative.

	IT Manager
	Overall responsible for the integration implementation within the scope of the overall IT infrastructure.

	Business Process Owner 
	Responsible for the collection of requirements, internal workflow definition and impact assessment; final authority/signature on business process software design as it applies to the business problem.

	Business Process Analyst
	Provides expertise on business processes.

	Project Manager
	Directly responsible for the implementation strategy at the hub, the partner integration strategy, the enterprise integration strategy, the development of schedules, and the overall development team resource allocation.

	Development Team Leads
	Responsible for the development for various integration projects.

	Technical Architect
	Establishes the technical approach, leads the technical development for the integration project and advises management on technical issues.  This includes the system architecture, the integration design at a hub, the partner adapter design, and so on.

	webMethods Subject Matter Expert
	Responsible for consulting with the development team in technical issues associated with webMethods products.  This includes development of B2B services, application integration strategies, custom adapters, and the overall webMethods integration strategy.

	webMethods Solution Developer
	Complete development of webMethods solution components

	Partner Enablement Manager / “Sales” 
	Responsible for the enabling the trading hub by proactively recruiting, engaging, and connecting trading partners in parallel with a buildout.

	webMethods System Administrator 
	Administration of the webMethods servers, including digital certificate installation and maintenance, security registration, service maintenance, installation of new patches and revisions, and so on

	System Administrator
	Responsible for server administration.

	DBA/Data Architect
	Responsible for database administration, schema design, development of stored procedures, etc.

	Network Engineer 
	Responsible for internal and external corporate network connectivity requirements, including firewall configuration, proxy ports, and network passwords.  

	Security Engineer 
	Involved in the design and approval process for security setup of the webMethods environment


Attachment: eGovernment Vendor Survey
	Section 1: Business Partner Identification

	Vendor Name


	
	Vendor Number
	

	Address (City, State, Zip)
	

	Contact Information:  Specify a technical and optional business contact to help select and configured the desired exchange

	Type
	Name
	Email
	Phone

	Technical


	
	
	

	Business


	
	
	

	How did you learn about the eGovernment exchanges?

	 FORMCHECKBOX 
 Outreach Presentation
	 FORMCHECKBOX 
 Annual Plan
	 FORMCHECKBOX 
 Word of Mouth

(Please explain Below)
	 FORMCHECKBOX 
 Other

(Please explain Below)

	Section 2:  Server Technical Information:

	Available Servers:  Please read the eGovernment Data Exchange Standards and indicate which types of exchanges you are interested in pursuing and address the servers you have available

	Server to Server (web)
	Do you have a web server capable of supporting HTTP/ HTTPS
	What is the URL for this Server
	Does the server have a digital certificate

	
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No
	
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	
	Comments:
	


	Browser
	Are you (Interested in retrieving data via a web browser
	Web Browser 
	Browser Version
	Support WinZip 

	
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No
	
	
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	GISB
	Are you using GISB
	What Version of GISB
	

	Section 3: Networking Technical Information

	Who is your Internet Provider
	Internet Connection
	Internet Speed
	Dedicated circuit to PA State Gov.

	
	 FORMCHECKBOX 
 Dial-Up

 FORMCHECKBOX 
 DSL

 FORMCHECKBOX 
 Cable

 FORMCHECKBOX 
 Dedicated Circuit
	 FORMCHECKBOX 
 56 kbs

 FORMCHECKBOX 
 128 kbs

 FORMCHECKBOX 
 T1 (1.54 megabits)

 FORMCHECKBOX 
 Other – specify

     
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	Section 4: Comments and Questions

	Comments

or questions
	


	Survey Completed By


	
	Date
	

	Return Completed Survey to:  Barbara Wadlinger  c-bwadling@state.pa.us  phone:  (717) 346-4332


a GEAR © 2001 webMethods, Inc.


b XML Standards Interpretations – David Hollander, Chair W3C XML Schemas Group 


� The Forrester Report; The XML eBusiness Contract; September 2000; Frank E. Gillett et. al.


� see Taking B2B to the Next Level: The Brick-n-Paper( Challenge


� [1] The Mythical Man-Month : Essays on Software Engineering; Frederick P. Brooks Jr; � HYPERLINK "http://www.amazon.com/exec/obidos/ASIN/0201835959/qid=973621069/sr=1-1/103-8435076-6159067" ��http://www.amazon.com/exec/obidos/ASIN/0201835959/qid=973621069/sr=1-1/103-8435076-6159067�
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